[image: Environmental Humanities - PhD Fee Waiver Studentship ...]	


Intrusion Analysis and Response
Assessment 1: Network Intrusion Analysis
Module Coordinator: Zachary Richards










Date of submission: 29/03/2024
Number of words: 3067
[bookmark: _Toc162602428]Abstract:
A general examination of malware behaviour via FlareVM and REMnux in a virtualized setting is the subject of this study. The process commences with tweaking Windows Defender, Firewalls, and Updates through the registry to enable us to install FlareVM. After this stage is over, FlareVM is installed via Windows PowerShell and then failed installations are identified and installed using Chocolatey. To do dynamic analysis of SampleMal, INetSim on REMnux will be used to impersonate DNS, FTP and HTTP services that mimic a Command and Control (C2) server. It also provides an analysis which includes static and dynamic analysis techniques such as PEStudio, Cutter, OllyDbg among others that expose its ability to manipulate files within itself or outside itself as well as network communication with other computers in its neighbourhood or those linked directly or remotely to it through internet among others like system interactions. Malware capabilities identified in the research include file manipulation, process creation and network communication; they also involve encryption methods or obfuscation techniques.
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[bookmark: _Toc162602429]Introduction:
The practice of malware analysis is an important facet of cybersecurity that results in the identification of malicious activities and the creation of countermeasures. The current research dwells in the examination of a malware sample, SampleMal using FlareVM, and REMnux done in a virtualized environment. To enable FlareVM installation which is a malware reverse-engineering virtual machine, initial steps involved disabling Windows Defender, Firewalls, and Updates. As for what happens next, after installation I proceed to analyse the behaviour of this malware by studying network communication, file manipulation and system interactions employing static as well as dynamic analysis methods.
[bookmark: _Toc162602430]Setting up the virtual environment for reverse engineering and Malware Analysis:
Turning off Windows Defender, Windows Firewalls and Windows Updates in regedit to install FlareVM. (Collins, 2023)
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Then I started the installation through Admin Windows Powershell.
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FlareVM and programs installing.
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FlareVM loaded however had some failed installations I had to manually install.
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Installed failed installations using choco install (package) –ignore-checksums
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Now I have done the static analysis of the malware, I need to do the dynamic analysis and I need to set up another Virtual Machine called remnux so I can impersonate the DNS, FTP & HTTP service using the inetsim function in remnux, this will act as a C2 server (command-and-control). (feroot, 2023) I need to connect both VMs in virtual box and set them to a Host-Only Adapter so they can ping each other. The Image below shows that both of the VMs are on the same network adapters with the IPs of 10.0.0.2-10.0.0.254. (Collins, 2023a)
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This screenshot shows successful ping requests to each VM.
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The screenshot below shows INetSim server working from hosted from Remnux linux and procmon in the background for when I open the SampleMal executable.
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[bookmark: _Toc162602431]Fingerprinting SampleMal binary executable file:
VirusTotal scan of SampleMal executable on the detection page:
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VirusTotal details page containing hashcodes and metadata:
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VirusTotal details page containing portable executable info and imports:
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Now inspecting the SampleMal executable using PEStudio:
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Hashs:
	General
	Hash

	file > sha256,
	9160EFC0B93C0011362D7B08F72E25DB76F4DE68E161B60682AEBF5BB31F347B

	dos-stub > sha256, 
	811B8AE3B0F49E9E3A396BA89CF88643999355477FA2C7B09EBE3AC1A8D94C99

	dos-header > sha256,
	EDDB0597419B45DA7B13D9C33E9D8EFC68759B62A3C52015452D62B1204AC57A

	rich-header > sha256,
	044A7A30A824FDE3A759B3E94FCE320BBB9ED27BFDC3B1A99A9105202F4AA3FB

	section > .text > sha256,
	82F27EBD9E7002289F24935779D31EE2EBC990D344CB10B64D4D2AF791C3ED94

	section > .rdata > sha256,
	C63ACD696E791BA7913808D9326835806DFF723361F2B382DC5AAA25B43B080B

	section > .data > sha256,
	48719057708BDA075678BC58BC4A56E8166E2026935E4292EBFBA13AE612FD64

	
	

	
	

	imphash > md5,
	3BCAFD096918500739D224F8F8265953


Properties of SampleMal artifact using pestudio:
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[bookmark: _Toc162602432]General Purpose of the File:
[bookmark: _Toc162602433]Static Analysis:
Malware's initial assessment shows that there are three sections to this executable. Section 0 has a execute characteristic and section 2 has a write characteristic.
The property rows of raw-size and virtual-size denote how big the SampleMal value is and shows if the SampleMal is compressed or packed, if the two values are similar then it is likely there is no compression or packing done, which the malware authors do to make sure they can mitigate analysts understanding the functionality of the malicious executable. If the virtual size is much bigger than the raw size then it would suggest that the file is packed. The raw size contains the core functionality of the program, and the virtual size would be packing the malicious code to obfuscate the functionality of the malware. In this example, only section 2 could be considered packed. (Collins, 2023a)
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In the libraries section of PEStudio when viewing the SampleMal it shows a flag for Winninet.dll and shows kernal32.
[image: ]
WININET is a file that can get infected or used to attach other malicious files to it, such as Alemod Trojan virus. (mdlee, 2005) This DLL file may contain malicious links or instructions that call 5 imports of internet extensions for the win32 library which could be a reason to why PEStudio has flagged it as potentially malicious.
Kernal32 is an essential component that manages system resources, such as memory, processes, and input/output operations. (Pilici, 2023) Some viruses will replicate under the win32 systems and infect the KERNAL32.dll file. One such virus is called Kriz: “Kriz is a memory resident polymorphic virus. It replicates under Win32 systems and infects PE EXE files (portable executables) with EXE and SCR extensions. It also infects KERNEL32.DLL - Windows core library that allows the virus to always stay resident in memory.” (F-Secure, 2024) DLL files are short for Dynamic Link Library and function as a file that has instructions the other programs call upon to do certain things.

The flags which flag if it is potential malware on the imports give the below artifact some clue as to what the executable could do:
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There are a total of 15 flags for import and a total of 15 flags from import and 2 extra ones in the group of desktops.
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PEStudio on the strings tab helps organise the data and give it labels for the encoding, size, location, flags which show if a , label/tab, group, technique and value, this is very useful because it lays out the data so you can formulate an understanding of what the executable does and what could be an indicator of compromise (IOC): “is an object or activity that, observed on a network or on a device, indicates a high probability of unauthorized access to the system”. (Kaspersky, 2024)
The value tab shows the potentially malicious values that have functionality such as WriteFile, DeleteFile, TerminateProcess, InternetAttemptConnect, and FtpGetFile that all could access and may have the ability to write files, delete files, terminate processes etc, and could all be malicious. (Collins, 2023a)
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Using capa on the SampleMal.exe we can see that in the ATT&CK box which is the MITRE ATT&CK framework that the Malware uses 3 attack tactics of Defence Evasion, Discovery, and Execution. These categories are useful in understanding the malwares goals. The attack technique gives us more information of what the categories are actually trying to do, for instance in Defence evasion obfuscated file or information (T1027), is trying to make sure that file is unclear or unintelligible. (Mitre, 2024), Then there is System Network Configuration Discovery (T1016) which means malware writers are looking for details about the network configuration and settings, like IP addresses, MAC addresses or configured interfaces and static or dynamic routes. (Mitre, 2024b) Lastly for the MITRE framework techniques are Shared modules (T1129) which means by utilizing shared components malicious actors can deliver payloads. These executable files, known as “shared modules”, are integrated into processes to provide individuals, with the ability to use existing code, such as tailored functions or techniques, for interacting with operating system API functions. (MITRE, 2024)
The MBC objective and behaviour section breaks down what the malware is capable of and its specific behaviours, in this case it has HTTP Communication requests for “create request” and “connect to server”, Cryptography showing an encrypt data “RC4” (also known as Rivest Cipher 4) and generate pseudo-random Sequence “RC4 PRGA”. RC4 is a form of stream cipher that encrypts messages one byte at a time. (okta, 2023) Then there is process objective; this shows process management behaviour of the malware the “Allocate thread local storage”, “Create process”, and “Terminate process”.
Finally, the capabilities sections list the main structure of the malware, such abilities like communicating with HTTP server, encrypting data with RC4, testing internet connection, creating, and terminating processes, and allocating thread local storage. Such capabilities are found in the malware’s code as per using the capa function from FlareVM. (Mandiant, 2020)
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Using cutter, I searched for the kernal32 file and searched for functions that may write something to the kernal32 of windows and I found ExitProcess, WriteFile and GetHandle functions being called in assembly and it shows that there are malware function s to write something to a system32 file.
[bookmark: _Toc162602434]Dynamic Analysis:
When running the malware on the FlareVM I am running an application called procmon to see what happens to the operating system the executable is ran. This is the very start of what happens when running the SampleMal.exe file:
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This image shows the console being opened and trying to read a file and load images as well as change windows registry keys and values.
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In this screen shot I have selected to only show network activity to filter out and get a better understanding of how the malware effects any victims networks.
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This shows that the malware makes TCP operation requests and asks to TCPCopy, Receive, and Send. Which all go from the virtual machine to the linux inetsim page.

Then this screenshot is with the show process and thread activity filter selected after the malware is ran, this shows the malware loading multiple system32 images and creating many threads.
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This image shows the SampleMalware now loading images and creating threads successfully in the SysWOW64 directory and loading DLL files.


This screenshot shows the SampleMal file to use Thread Exit operations and other processes which most of them seem to be related to the malware, such as Conhost.exe, DllHost.exe, NisSrv.exe as it is directly below or in-between SampleMal.exe and Conhost.exe operations.
[image: A screenshot of a computer

Description automatically generated]
In the screenshot below it shows the Process Profiling Events and Thread activity, After the thread activity of SampleMal and Conhost.exe, the process profiling shows the Wininit.exe and winlogon.exe files to run and be executed successfully.
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In this screenshot it shows the File system Activity and the SampleMal.exe is doing these operations in SysWOW64 directory; ReadFile, CreateFile, QueryBasicInformationFile, CreateFileMapping, CloseFile, QuerySecurityFile, and QueryNameInformationFile. The utilization of CreateFileMapping implies that it could be trying to map files into memory, for retrieval or to conceal its actions. The sequence of these tasks might signal behaviours, such, as data theft, injecting code or generating malicious software payloads.
[image: A screenshot of a computer

Description automatically generated]
In this screenshot below I have selected only the show registry activity to see what regedit operations and paths the SampleMal.exe process does, in this case it uses the operations of RegOpenKey, RegQueryValue, RegCloseKey and RegSetInfoKey. All of these operations are done in the HKLM folder in specific directories such as HKLM\System\CurrentControlSet\Control\Session Manager, this is where the operation RegSetInfoKey is used. 
The HKLM\System\CurrentControlSet\Control\Session Manager pathway stands out, since it plays a role in overseeing functions of the Windows operating system, such, as managing sessions configuring boot options and organizing the order in which DLLs are searched. Cyber threats often focus on this sector to maintain a presence alter system operations or avoid detection. For instance, malicious software may leverage the BootExecute key to run code during system startup or adjust the DLL Search Order to load illegitimate DLL files. (Fortuna, 2017)
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Then there is the conhost.exe which opens when the SampleMal.exe is ran, this screenshot shows that the console also edits the registry, but in both HKLM and HKCU paths.
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Further down looking at the same conhost.exe it shows the RegQueryValue operation for HKCU\Console path, and gets the value for stuff like InsertMode, FontFamily, WindowPosition etc.
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Using OllyDbg to run the malware and find out the execution flow and behaviour of the malware, this screenshot shows that it opens up a blank console and interacts with the Kernal32 API aswell as WININET API using functions like WININET.InternetOpenW, WININET.InternetConnectW, WININET.FtpGetFile, WININET.InternetCloseHandle.
A combination of these operations, therefore, suggests that the malware is set up such that it communicates to a remote server, most likely to download more payloads as well as receive commands from a central point. This is common behaviour among many types of malwares like botnets, ransomware and other malicious software because they need to communicate with a command and control server to function. (Grimmick, 2021)
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[bookmark: _Toc162602435]Structure of the main function:
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The parameters for this function include argc, argv, envp. Those are routine parameters for main function in C/C++ that stands for number of command line arguments, an array of argument strings and an array of environment strings respectively. (stackoverflow, 2011)
The structure of the main function starts with a standard prologue for a C function, which is used to save the base pointer (ebp) and sets up a new stack frame. This pattern is very common in C and C++ programs as it involves preparing storage space for local variables as well as preserving the previous stack frame. (Cortuk, 2024) 
Then there are subroutine calls with different parameters for each call the main function calls on a subroutine (sub_401000). Each call pushes two parameters onto the stack before calling the subroutine. (Eastwood, 2022) These parameters consist of string offsets (szServerName, szUserName, szPassword, FileName, CommandLine) and other unknown values (unk_40A000, unk_40A100, unk_40A200, unk_40A308, unk_40A408, unk_40A508, unk_40A608, unk_40B7C0, unk_40BDC0). From these calls, it appears that the main function might be setting up or configuring something to do with network connections or file operations due to their context and what is inside the SampleMalStrings.txt findings.
Near the end of the main function after the subroutine calls there is a deletefileW; this Windows API call deletes a file. For DeleteFileW method called here takes one argument FileName which is a pushed string offset, this suggests the main function is meant to delete a specified file. (alvinashcraft, 2024)
The main function ends with a standard epilogue for a C function, where it tidies up the stack frame and reinstates the base pointer. It then goes back to the caller signalling completion with eax having a value of zero. Then uses pop ebp to restore the calling functions stack frame. (Stackoverflow, 2013)
To sum it up the primary function seems to be preparing or adjusting network connections or file tasks. Subsequently, it removes a file. Then, calls another subroutine (sub_401090) before finishing and returning. Further dynamic analysis will be required to find out how the Malware operates in real-time.
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Using the Cutter reverse-engineering tool to show the assembly code for the malware which is a lot more in-depth than IDA free as it shows you a lot more raw data.
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Using OllyDbg this bit of the SampleMal seems to Call two Arg values for each push and add to esp,8  and then calls a DeleteFileW in the Kernel32 and then calls the SampleMalware.
This means that the malware is putting some arguments into the stack before the call to DeleteFileW which then tells us that it is going to delete a file. This can be a part of its mechanism for self-destruction to escape detection or clear out after doing its thing. Furthermore, another call following SampleMal could re-execute the malware, changing its behaviour and packing additional payloads of malicious data.
Identification of de-obfuscation function:
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Using Cmder which is a portable console emulator, and I am going into the directory of the SampleMal file and using the FLOSS function which is “FLARE Obfuscated String Solver (FLOSS, formerly FireEye Labs Obfuscated String Solver) which uses advanced static analysis techniques to automatically extract and deobfuscate all strings from malware binaries”. (GitHub/Mandiant, 2024)
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The fixed strings contain different kinds of ASCII characters including alphanumeric, punctuation marks and special symbols.
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From the references to runtime error messages and those concerning Microsoft Visual C++ Runtime Library, it can be inferred that the malware may interact with various Windows operating system libraries or components.
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There are references of date and time formats so could suggest information gathering by the malware or operations based on time. Various cryptographic functions like EncodePointer and DecodePointer were used which indicated possible employment of encryption techniques or obfuscation methods. (Microsoft, 2018)
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There are internet-related functions from WININET.dll which could mean that this potentially involves activities through network such as downloading files from FTP servers or HTTP connections made. (Pilici, 2023) Some WinAPI function names appear in which this suggests that the malware is using Windows API calls for diverse operations like process creation, file manipulation and network communication. (Patra, 2024)


[bookmark: _Toc162602436]Advice for preventing and minimizing attacks:
This advice is critical for preventing and minimizing malware attacks, necessitating the adoption of a comprehensive approach that includes regular system updates and patches, strong antivirus and firewall solutions, cyber security education focusing on best practices like not clicking on links or opening attachments from unknown sources and using network security. Educating users to recognize phishing attempts as well as the significance of secure networks and VPNs is significant. Preventing harmful activities is possible when malware has limited rights through denying user access and application permissions in line with least privilege principles. Employing anti-malware, firewalls in conjunction with threat intelligence feeds can improve detection capability for identifying malware C2 traffic. The last essentialities include ensuring that all software applications are updated, deploying endpoint visibility tools, verifying data backup and recovery mechanisms among others Network segmentation creates micro-perimeters against sensitive information assets hence preventing lateral movement within the network. Lastly, being up to date on the latest malware threats and security best practices will help maintain a proactive defence against cyber-attacks. (National Cyber Security Centre, 2020)
[bookmark: _Toc162602437]Conclusion:
My research reveals that SampleMal is quite a sophisticated piece of malware with capabilities that include process creation, file manipulation as well as network communication. It has encryption technologies whereby obfuscation techniques are employed to conceal itself while its network communication indicate direction from Command and Control (C2) servers. This study underscores the significance of a controlled virtualized environment for conducting malware analysis where malicious software can be safely studied without compromising the integrity on the host system. The discoveries assist in understanding behaviours exhibited by malwares thus providing valuable information for developing effective countermeasures against the highlighted exploits of the malware in this document.
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Z Remnux [Running] - Oracle VM VirtualBox

Input D
Activities Terminal v Mar 28 16:32

remnux@remnux: ~

TX packets 328 bytes 23440 (23.4 KB)

Administrator: Admin Command Prompt
P TX errors 0 dropped 0 overruns @ carrier @ collisions 0

C:\Users\archi\Desktop>ping 10.6.6.4
remnux@remnux:~$ ping -c 4 10.6.0.5

PING 10.0.6.5 (10.0.6.5) 56(84) bytes of data

64 bytes from 10.0.0. ms
64 bytes from 10.0.0.5: icmp_sei LE
64 bytes from 10.0.0.5: icmp_seq=3 ttl=128 time=0.256 ms
64 bytes from 10.0.0.5: icmp_sei LE

Pinging 16.6.6.4 with 32 bytes of data:
Reply from 16.6.6.4: bytes=32 time<ims TTL=64
Reply from 16.0.6. 2 timecins TTL-64
[Reply from 16.6.6.4: bytes=32 time<ims TTL=64
[Reply from 16.0.6.4: bytes=32 time<ims TTL=64

ping statistics for 10.0.6.4:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
lapproxinate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

--- 10.0.0.5 ping statistics --
4 packets transmitted, 4 received, 0% packet loss, time 3069ms
rtt min/avg/max/mdev = 0.256/0.277/0.314/0.022 ms

FLARE-VM 28/03/2024 20:31:32.83 remnux@remnux:~$ [

[ remnux@remnu: ~ 172
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Share  View | Search Shortcut Tools | Application Tools

C  ANotseare gatati
> Search Resuls i Tools > ‘o procmon

available. ‘This is the default HTML page for INetSim HTTP server fake mode.
uick access
< Jsers\archi\Desktop\Tools\Utiiies Size: 742 bytes This file is an HTML document

B Deskton
Remnux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Edt Event Fiter Tools Options Help
Activities B Terminal ~ Mar 28

Ril| YAO@ &l £ L/

Operation a
1684 Rea
1684 Rea
1684 Rea
1656 s Rea
1684 Rea
1656 s Rea
1684 Rea
1656 s Rea

remnux@remnux: ~

=\System32win s :~$ inetsim
Z;ﬁ:gg Wiy INetSim 1.3.2 (2020-05-19) by Matthias Eckert & Thomas Hungenberg
\Sydem> Using log directory: /var/log/inetsin/
5\System 32 7 Using data director /var/lib/inetsin/
Using report directory: /var/log/inetsim/report/
Using configuration file: /etc/inetsim/inetsim.conf
e e Parsing configuration file.
165 Configuration file parsed successfully.
204 INetsim main process started (PID 1267)
1684 55 Rea 5 session ID 1267
204 System\C. Se Listening on:  10.0.0.4
e e ; Real Date/Time: 2024-63-28 16:5!
204 B Rees Syt CaraCortrlS ¥ Fake Date/Time: 2024-03-28 16:55:54 (Delta: © seconds)
20 System\CurentCortrl Forking services...
1684 * dns_53 tcp udp - started (PID 1271)
é‘}g * smtp_25_tcp - started (PID 1274)
Jross * pop3_116_tcp - started (PID 1276)
1656 * http 80 _tcp - started (PID 1272)
1684 * pop3s_995 tcp - started (PID 1277)
* https 443 tcp - started (PID 1273)

1684
oo ftps_990_tcp - started (PID 1279)
1656 smtps_465 tcp - started (PID 1275)
1656 ftp 21 tcp - started (PID 1278)
done.
simulation running.

656
1

1684

1634
lsass exe 616
lsass exe 516
lsass exe 516
lsass exe 516

5\System32\sasrv.
5\System32\sasry.

Shoving 5201 o 53818 vers (3% C i 2528016 @R

I ¢ m e = (o -3 © gc Wingy A @ ) 6 2
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Basic properties O

D5
SHAL

SHA256

Vhash
Authentihash
Imphash

Rich PE header hash
SSDEEP

TLSH

File type

Magic

D

DetectitEasy
Filesize

History O

Creation Time
First Submission
Last Submission
Last Analysis

Names ©

SampleMalexe
Samples.exe

83372002a8247bA120204e72694ddab
TTafcc36bd6bAdA05CaSL2A05T4fcA ec3fdb2T1

9160efc0b93C001136247b0BIT26250b7640e686161b606823€ 53113470

044036555d1az3erzsbz

2293¢0032333111d0106da62307 3832720 1c5fa7390b020e5eB3b130MdbOC.

3bcafd0969185007390224818265953

2047e8ecI0673283e824ceelT1626

768:5h8yXTANbIKMXHMMAGEHPCBSS+PEAELGOrIXEUHPCZEL

TIEG237D123492C0B3C81652FE482ACT8GABTBT9511BBG9533BECIEOECF323DASAIFIAG

DS2EXE eecusble windows Wi pe peee

PED executable (console) Intel 80386, for MS Windows

Win32 Executable MS Visual C++ (generic) (47.3%) | Wins Executable (generic) (15.9%) | Win32 Dynamic Link Library (generic) (.99%) | Winls NE executable (generc...
PES2 | Compller: EP:Microsoft Visual /C++ (2005) [EXES2] | Compiler: Microsol Visual C/C+ (14.00.50727) [C+/book] | Linker: Microsolt Linker (8.00.50727) | Tool...
48.00K8 (49152 bytes)

2018.03.0620:52:45 UTC
2022.06-1508:41:45 UTC
2024.03.251122:22UTC
2024.03.2519:48:51 UTC
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Portable Executable Info ©

Compller Products.

[ASM] V52005 buld 50727 count=16,
[C1VS2005 bulld 50727 count=T1.

[IMP] Windows Server 2003 5P1 DDK bulld 4035 count=5

] Unmarked objects count=83
[6+41VS2005 bulld 50727 count=26
[LNK V52005 bulld 50727 count=t

Header

Target Machine
Compilation Timestamp
Entry Point

Contained Sections

Sections
Name  VirtualAddress  Vietualsize
e 409 25284
rdata 32768 o84
dta 4030 12164
imports
~ WININETAl

FrpGetfilew.

InternetatiemptConnect
InternetCloseHandile
InternetConnecti
InternetOpenit

~ KERNEL32dIl

[ —
DeleteCriticalSection
DeleteFleW.
EnterCriticalSection
ExitProcess.
FreeEnvironmentStringsh
FreeEnvironmentStringsW
Getace.
GetCommandLined
GetCPinfo

Intel 385 or later processors and compatlble processors.
2018030 20:5245 UTC

285

3

Rawsize  Entropy DS
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[E4 pestudio 9.58 - Malwere Intial Assessment - www.initor.com (read-only)

file settings about

Rl Footprint (count> ]

»3 vinstotal 29/72)

> dos-header (size > 64 bytes)
B dos-stub (size > 144 bytes)

' rich-header (tooling > Visual Stucio 2005)
> fle-header (executble > 32-bit)

> optional-header (subsystem > console)
& directories (count > 3)

> sections (count > 3

5] tibrares (group > network)

27 imports flag > 67)

3 exports (v3)

-0 thread-local-storage (n/2)

3 NET(n/2)

i resources (n/2)

st srings (count > 625)

A debug (n/3)

B manitest (v/2)

version (o

& ceniicate (n/3)
D overlay (v/2)

value

‘S160EFCOBO3CODT1362D7B08FT2E2SDBT6FADEGSE161B606E2AEBFSBB31F34TE
‘£11BBAF3B0FAOFOE 3A306BABOCF864300035 54T TFAXCTBOOEBESACIABDOACOS
EDDBOSO7419B45DATB13DOC33EADBEFCABT50B62A3C52015452DE2BT2MACSTA
OA4ATAIDAB2AFDE3ATSOB3EOAFCE20BBBOED2TBFDCIB1AAD 105 200FAAATFE
‘82F27EBDOET002280F 24035779D3 1EE2EBCOO0D344CE10B64DAD2AFT91CIEDLS
C63ACDEOBE791BAT013808D9326835606DFF 723361 F2B382DCSAAADSBAZB0608
48719057708BDADTS678BC5BBCAASEER166E2026935E 4202EBFBAT 3AE612FDEA

imphash > md5 '3BCAFD09618500739D224FBFE265053

sha256: 9160EFCOBI3C0011362D7B0BF72E25DB76FADEGSE161B60682AEBFSBB31F3478 cpu:32-bit  file-type: executable subsystem: console

entry-point: 0x000014A5
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property value

footprint > sha256 9160EFCOB93C0011362D7B08FT2E25DB76FADEGGE 61B606B2AEBFSBB3 173478
first-bytes-hex 4D 54 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B3 00 00 00 00 00 00 00.40 00 00 00 00 00 00 00 00
first-bytes-text
fle> size
entropy
signature
tooling
fletype
cou
file-version e
descrption e
semps
compiler-stamp Tue Mar 06 20:52:45 2018 | UTC.
debug-stamp e
resource-stamp. e
import-stamp e
export-stamp e
memes
file cusers\archi\desktop\samplemalsamplemalexe
debug e
export e
version e
manifest e
NET > module e

contificate > Broaram-name e
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library (2)

duplicate (0)  flag (1) first-thunk-original (INT)
WININET.dIl x
KERNEL32.ll

first-thunk (1AT) type (1) imports (67)  group.

description

R

Internet Extensions for Win32 Library
Windows NTBASE API Client
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S pestudio 9.58 - Malware Initial Assessment - www.winitor.com (read-only)
fle settings about

> W X892
£ ] cilusers\archi\desktop\samplemal\samplemal.e | imports (67) flag (15)  first-thunk-original (NT) first-thunk (AT) hint group (10) technique (7) type (@) ordinal (1) fibrary (0)
4 indicators (virustotal > score) GetTickCount - 000009978 000009978 479(x01DF)  reconnaissance TI124 | System Time Discovery implicit - KERNEL32.dII
48 footprints (count > GetCumentProcessld x  0u00000088 0x00009088 323(00143)  reconnaissance 1057 | Process Discovery implicit - KERNELZ2.dIl
:’ vistotal ”"(’Z’) - I:DebuggerPresent - ouo000o2E 0x000008F 569(0x0239)  reconnaissance TI082 | System Information Discovery  implicit - KERNELZ2.dI
= dos ‘""‘;ﬂ o IntemetAttemptConnect X 0u000006AC 0x000096AC 9B network - implict - WININETI
- el studio 2005) | IntemetOpenty x  0u0000069C 0x0000969C 14900095 network - implict - WININETI
- (_""- Seies ) IntemetConnectw/ x  0u00000688 0x00009688 T2 (0007 network - implict - WININETI
» optionsl-header (subsystem > console) | FeGetFeW X 0u0000067A 000009674 9@ network - implict - WININETI
4 directories (count > 3) IntemetCloseHandle x  0u00000664 0x00009664 105 @0069)  network - implict - WININETI
b sections (count > 3) VistualFree -~ 0c00008950 0x00003950 899(0x0363)  memory TI055 | Process Injection implicit - KERNELZ2.dI
27 tbraries (group > network) Hespfree - ooooma 0x0000971A SU(@0216  memory - implict - KERNELZ2.dIl
bl Heapalloc - ooooeme 00009736 528(00210)  memory - implict - KERNELZ2.dIl
L2 exports (n/a) GetProcessHeap - 0x00009742 0x00009742 419 (001, memory. - implicit - KERNEL32.dlI
o thread-local-storage (n/3) HeapDestroy - o000 000009034 5200214 | memory - implict - KERNEL32.d1l
3 NET (n/a) HeapCreste - 0x00000942 0x00000942 530 (0x0212) memory. - implicit - KERNEL32.dlI
& resources (/) VirtuslAlloc x  0x000008%8 0x0000098 897(0x0381)  memory TI055 | Process Injection implict - KERNELZ2.dIl
st srings (count > 625) HespReAlloc - odooooans 0x0000088 S8 (@0214)  memory - implict - KERNELZ2.dIl
£k debug (n/2) HeapSize © ooooeac D000Ac2 000210 | memory . implicit . KERNEL32.d1l
B manitest (n/3) GetStringTypeA - 0x00009816 0x00009816 442(0x0184)  memory - implicit - KERNEL32.dll
version (n/a) GetStingTypeW - ouo0000E28 0x00009828 450:018D)  memory - implict - KERNELZ2.dIl
= e DeleteFileW X Ox0DD0S6FA 0X000006FA 2(00084)  file T1485 | Data Destruction implicit - KERNEL32.dll
0 overley (/e) WiteFile x 0x00009788 0x00009788 932 (x03A4)  file - implicit - KERNEL32.dlI
GefFileType - oxoooesns 000009874 300166 file - implict - KERNELZ2.dIl
GetSystemTimeAsFileTime - ox0000000E 0x000900E 4BO0ICA)  file 1124 System Time Discovery implict - KERNELZ2.dIl
CresteProcessW x  0u000006E8 0x000096€8 1050069 execution T1106 | Execution through AP implict - KERNELZ2.dIl
GetCommandLineA - 0x00009708 0x00000708 272 (Ox0110) execution - implicit - KERNEL32.dlI
ExitProcess - ouoooTia 0x0000977A 185 (:0089)  execution - implict - KERNELZ2.dIl
ErecEnvironmentStringsA - ou000007D6 000009706 26(000F5)  execution - implict - KERNELZ2.dIl
GetEnvironmentStrings X O000007R) x000097F0) 100155 execution - implict - KERNELZ2.dIl
FrecEnvironmentStringsW. - 0x00009808 0x00009808 247 (0x00F7) execution - implicit - KERNEL32.dlI
GetEnironmentStringsW x 000000848 0x00009848 MO execution - implict - KERNELZ2.dIl
TisGetvalve - ooooseac x00009C 869 0103 execution - implict - KERNELZ2.dIl
Tshlloc - ouoooosea 0x0000088A execution - implicit - KERNELZ2.dIl
Tissetvalue - ou000008ce 0x000098C6 execution - implicit - KERNELZ2.dIl
Tifree - ouo0000Eps 0x000098D4 execution - implicit - KERNELZ2.dIl
GetCurentThreadld x 0x00000006 0x00009906 32600146 execution 1057 | Process Discovery implicit - KERNEL32.d1l
TerminateProcess x  0u000000E8 0x00009E8 32(0:0350)  execution - implict - KERNELZ2.dIl
GetCurentProcess x  0u000000EC 0x000099FC 20012 exccution 1057 | Process Discovery implicit - KERNEL32.d1l
Steep - ouoo00oneE 0x0000946E 854 (0x03: execution 1497  Sandbox Evasion implicit - KERNELZ2.dIl
UnhandledExceptionFilter - 0x000097BA 0x000007BA 878 (04031 exception - implicit - KERNEL32.dlI
SetUnhndledExceptionfilter - 000009410 00009410 20044 exception - implict - KERNELZ2.dIl
GetProcaddress - ouoooarse 000000754 4160140 dynamic-library - implict - KERNELZ2.dIl
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i indicators (virustotal > score)
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- dos-header (size > 64 bytes)
8 dos-stub (size > 144 bytes)
' rich-header (tooling > Visual Stucio 2005)
b fle-header (executable > 32-bit)
- optional-header (subsystem > console)
4 directories (count > 3)
> sections (count > 3
7 Nbrares (group > network)
27 imports flag > 67)
L2 exports (n/a)

size (bytes)
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location

section:sdata
section:sdata

section:sdata
section:sdata

section:sdata
section:.rdata

flag (17)
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£
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E

B
=3

i
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i
B3
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R
=3

value
GetCurrentProcessld
IntemetCloseHandle
FipGetFile
InteretConnect
IntemetOpen
InteretAttemptConnect
VirtualAlloc

Deletefile

WriteFile

CreateProcess
GetEnvironmentStrings
GetEnvironmentStrings
GetCurrentThreadid
TerminateProcess
GetCurrentProcess
GetProcessWindowstation
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GetLastActivePopup
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Users\archi > cd Desktop

FLARE-VM ©3/28/2624 16:13:45

PS.

Users\archi\Desktop > cd SampleMal

FLARE-VM ©3/28/2624 16:13:52

Ps.

Users\archi\Desktop\SampleHal > capa SampleMal.exe

nds
shal
<ha2se.
analysis
Format.
arch
path

| 833729daa8c2¢7bdF20204¢72094dd4n

| 77afcc36bdebddaascasb2fes74fcalec3fdb271
| 9160e7cob93c0011362d7b05F72¢250b76F4de6Be161060682aebF5bbI1F3470
| static
| windows
| pe

| 1386

| Ci/Users/archi/Desktop/SampleHal/Sanplehal .exe

ATT&CK Tactic

ATT&CK Technique

T1027

+:Internet Connection Discovery T1016.001

T1129

MBC Objective

MBC Behavior

Connect to Server [C0902.009]
reate Request [C0002.012]

RCA [€0027.009]

C4 PRGA [C0021.004]

[conso]
[cee17]
[co018]

Capability

Namespace

communication/http/client
anipulation/encryption/rcd
nteraction/network/connectivity
nteraction/process/create
nteraction/process/terminate
host-interaction/thread/tls
Linking/runtime-linking
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© Cutter - C:\Users\archi\Desktop\SampleMal\SampleMal.exe -
Fle Edt View Windows Debug Tools Help

€2 B v Type fognome or addresshere
e
Functions g X Disassembly
Name oxe0se7FfC add byte [eax], al
v () sub KERNEL32.dIl RtiUnwind ox0s07ffe  add  byte [eax], al
- section. .rdata:
Offset: 000407202 i-- VirtualFree:
Size: 0x6 0x00408000 .dword 0x00009950 ; reloc.KERNEL32.d11 VirtualFree ; [@1] -r— section size 8192 named .rdata
mport folse ;- WaitForSingleobject:
0x00408004 ~dword 0xe0009642 ; reloc.KERNEL32.d11_WaitForSingletbject
Nargs: 0x0 ;== CreateProcess:
Nbbs: 0¢1 Gx00408008 _dword 0xe0096e8 ; reloc.KERNEL32.d11_CreateProcessi
3-- DeleteFile:
Niocals: 00 @x0040800C .dword @x@00096¢a ; reloc.KERNEL32.d11_DeleteFileW
Calltype: cdect ;- GetCommandLineA:
Edges:0 0x00408010 .dword 0x00009708 ; reloc. KERNEL32.d11_GetCommandLineA
i-- HeapFree:
StackFrame: 0 0x00408214 .dword @x0@00971a ; reloc.KERNEL32.d11_HeapFree
Comment: ;- GetVersionExa:
Gx00408018 .dword 0xe0009726 ; reloc.KERNEL32.d11_GetVersionExa
;- HeapAlloc:
Gxee40801c .dword 0x@0009736 ; reloc.KERNEL32.d11_HeapAlloc
i—- GetProcessHeap:
Gxoe408020 .dword 0xe0009742 ; reloc.KERNEL32.d11_GetProcessHeap
;- GetProcAddress:
Gxoe408024 _dword 0x@00975¢ ; reloc.KERNEL32.d11_GetProcAddress
3-- GethoduleHandle:
Gxo0408028 .dword 0x@009766 ; reloc. KERNEL32.d11_GetModuleHandleA
3-- ExitProcess:
Gxee40802c .dword 0xe0009772 ; reloc.KERNEL32.d11_ExitProcess
3-- WriteFile:
Gx00408030 .dword 0xe009788 ; reloc.KERNEL32.d11 WriteFile
3-- GetstdHandle:
Gxop408034 _dword 0x0009794 ; reloc.KERNEL32.d11_GetStaHandle
;- GetModuleFileNanea:
0x00408038 ~dword 0x000097a¢ ; reloc.KERNEL32.d11_GetModuleFileNane
;-- UnhandledExceptionFilter:
Gxee40803c _dword 0x00097ba ; reloc. KERNEL32.d11_UnhandledExceptionFilter
;-- FreeEnvironmentstringsa:
Gx00408040 _dword 0xe00097d6 ; reloc.KERNEL32.d11_FreeEnvironmentStringsA
;-- GetEnvironmentstrings:
Gxop408044 .dword 0x@00097f0 ; reloc.KERNEL32.d11_GetEnvironmentstrings
;—- FreeEnvironmentstringsh:
0x00408048 ~dword 0xe0009808 ; reloc.KERNEL32.d11_FreeEnvironmentstringsh
;-- WideCharToMul tiByte:
Gxoe40804c .dword 0xe0009822 ; reloc.KERNEL32.d11_WideChar ToMul tiByte
3-- GetLastError:
Gxoe408050 .dword 0xe009838 ; reloc.KERNEL32.d11_GetLastError
;- GetEnvironmentstringsh:
Gxop408054 .dword 0x@0009848 ; reloc.KERNEL32.d11_GetEnvironmentstringsh
< > SetHandleCount :
ox

Dasboard | Stings  Imports  Search | Disassembly | Graph(Empty) | Hexdump | Decompier (entry0)
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Showing

1,657,808 of 2,465,788 events (67%)

" e 0 5 vy m @

PID Operation Path
2256 s UnlockFieSingie C:\ProgramData \Microsoft\Windows De.

2256 s LockFie C:\ProgramData\Microsoft\Windows De.
2256 s UnlockFieSingie C:\ProgramData \Microsoft\Windows De.
2256 B LockFie C:\ProgramData\Microsoft\Windows De.
2256 B LockFie C:\ProgramData\Microsoft\Windows De.
s h b

2256 s UnlockFieSingie C:\ProgramData \Microsoft\Windows De.
2256 s UnlockFieSingie C:\ProgramData \Microsoft\Windows De.
2256 B LockFie C:\ProgramData\Microsoft\Windows De.
225 = Ickfieinge € gDt Mot indovs Do
LockFle C:\ProgramData\Microsoft\Windows De.
UnlockFieSingle C:\ProgramData Microsoft\Windows De.
HKLI\System\ CurentCortrolSet \Servi
HKLISystem\CurentCortrolSet\Servi
HKLI\System\CurentControlSet\Servi
HKLM\SYSTEM\CurertControlSet\Con.
HKLM\System \CurentControlSetCortr
C:\Windows\System32\Corhost exe.

Ci\Windows\System32\conhost exe:
Ci\Windows\System32\conhost exe:
C:\Windows\System32ntdl.dl
HIKLM\System'CurentCortrolSetCortr
HIKLM\System \CurentCortrolSetCortr
HIKLM\System \CurentCortrolSetCortr
HKLM\System CurentCortrolSetCortr
HKLM\SYSTEM\Curert ControlSet\Con.
HKLM\System \CurentControlSetCortr
HKLM\SYSTEM\Curert ControlSet\Con.
HKLM\System\CurentCortrolSetCortr
HIKLM\System \CurentCortrolSetCortr
HKLM\System \CurentCortrolSetCortr
C:\Windows\System32\conhost exe:
Ci\Windows\System32\conhost exe:
C:\Windows\System32\conhost exe:

2256 5 CreateFie
2256 s FieSystemControlC:\Windows \System32\conhost exe
2256 s FieSystemControlC:\Windows \System32\conhost exe

2256 s CloseFie. C:\Windows\System32\conhost exe:
4330 % ReadFie Ci\Windows\System32\conhost exe:
2256 GaCreateFle  C:\Windows\System32\rtdl ol

2256 s FieSystemControlC:\Windows \System32\rtl
2256 s FieSystemControlC:\Windows \System32\rtl
2256 5 CloseFie. Ci\Windows\System32\ntdl.dl
4330 BaCreateFle  C:\Windows

4330 Pload Inage  C:\Windows\System32\kemel32l
C:\Windows\System32 kemel32 I
2256 GaCreateFle  C:\Windows\System32\kemel 321
2256 s FieSystemCortrolC:\Windows \System32\kemel 321
2256 s FieSystemCortrolC:\Windows \System32\kemel 321
2256 B CloseFie C:\Windows\System32 kemel32 I

Backed by virtual memory

Result
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detai

Offset: 124, Lengih: 1
Exclusive: False, Offet: 124, Length: 1, Fail Inmecistely: True.
Offset: 124, Lengih: 1

Exclusive: Fase, Offet: 124, Length 1, Fail Inmecistely: True.
Exclusive: True, Offset: 120, Length: 1, Fai Inmeately: True:
Offset: 1,198,952, Length: 24.

Offset: 1,198,976, Length: 4,096

Offset: 1203072, Length: 24

Offset: 203,096, Length: 4,096

Offset: 120, Lengih: 1

Offset: 124, Lengih: 1

Exclusive: True, Ofset: 124, Length: 1, Fai Inmeately: True:
Offset: 124, Lengih: 1

Exclusive: False, Offet: 124, Length: 1, Fail Inmecistely: True.
Offset: 124, Lengih: 1

Desred Access: Al Access

NAME NOT FOUND Lengih: 40

SUCCESS
REPARSE

Desred Access: Query Value:

'NAME NOT FOUND Desired Access: Query Value:

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
REPARSE
SUCCESS

PID: 4880, Command fne: \?7\C:\Windows \system32\conhost exe O ForceV1
Parent PID: 5340, Command ine: \?7\C:\Windows\system32\conhost exe (i -Force\/1, Curent directory: C:\Windows, Envionment: == \ALLUSERSPROFILE=C:\ProgramDataAPPDATA=C:\Users\archi\App Data\RoamingChocolateynstal=C:\.
Thread ID: 2936

Image Base: 07697380000, Image Size: Gxda000
Image Base: Be7Hic3c90000, mage Size: B1f8000
Desred Access: Query Value
Desred Access: Query Value

NAME NOT FOUND Lengih: 80

SUCCESS
REPARSE

Desred Access: Query Value:

'NAME NOT FOUND Desired Access: Query Value

REPARSE
SUCCESS

Desred Access: Query Value, Enumerate Sub Keys
Desred Access: Query Value, Enumerate Sub Keys

NAME NOT FOUND Length: 24

SUCCESS
SUCCESS
SUCCESS
SUCCESS
OPLOCK HANDLE.
SUCCESS
SUCCESS
SUCCESS
SUCCESS
OPLOCK HANDLE.
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
OPLOCK HANDLE.
SUCCESS

Offset: 777,728, Length: 5,120, /O Flags: Non-cached, Paging /0, Synchronous Paging I/0. Pricrty: Nomal
Offset: 755,712, Length: 16,384, 1/0 Flags: Non-cached. Paging /0, Synchronous Paging /0, Priorty: Nomal

Desred Access: Read Atrbuses, Synchronize, Dispostion: Open, Options: Non-Dirsctory Fie, Open For Backup, Open Reparse Point, Open Requiing Oplock, Attrbutes: n/a, Sharelode: Read, Wite, Delete, AlocationSize:n/a, OpenResut: Opened
Cortrol: FSCTL_REQUEST_OPLOCK

Cortrol: 0x3022b (Device:05 Function: 136 Method: 3)

Offset: 821,760, Lengh: 2,043, /0 lags: Non-cached, Paging 0, Synchronous Paging 1/0. Prorty: Nomal
Desred Access: Read Atrbuses, Synchronize, Dispostion: Open, Options: Non-Directory Fie, Open For Backup, Open Reparse Point, Open Requiing Oplock, Attrbes: n/a, Sharelode: Read, Wite, Delete, AlocationSize:n/a, OpenResut: Opened
Cortrol: FSCTL_REQUEST_OPLOCK

Cortrol: 0x3022b (Device:05 Function: 136 Method: 3)

Desred Access: Execute/Traverse, Synchronize, Dispostion: Open, Options: Diectory, Synchronous 10 Non-Alt, Atibutes: n/a, ShareMode: Read, Wite, AlocationSize: n/a, OpenResul: Opened
Image Base: O<7ic3060000, age Size: (ibd00D

Offset: 722944, Lengh: 1,536, /0 Flags: Non-<ached, Paging /0, Synchronous Paging I/0. Priorty: Nomal

Desred Access: Read Atrbuses, Synchronize, Dispostion: Open, Options: Non-Directory Fie, Open For Backup, Open Reparse Point, Open Requiing Oplock, Attrbutes: n/a, Sharelode: Read, Wite, Delete, AlocationSize:n/a, OpenResut: Opened
Cortrol: FSCTL_REQUEST_OPLOCK

Cortrol: 0x3022b (Device:05 Function: 136 Method: 3)
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C:\Windows\System32kemel32dl  SUCCESS Offset: 746,436, Length: 512, /O Flags: Non-<ached, Paging /0, Synchronous Paging /0, Prorty: Nomal
C:\Windows\System32kemel32dl  SUCCESS Desred Access: Read Atrbutes, Synchronize, Dispostion: Open, Options: Synchronous 10 Non-Alrt, Open For Backup, Open No Recall, Disalow Exclusive, Atibutes:n/a, Shareode: Read, Vit Delete, AlocationSize:/a, OpenResuit: Opened
C:\Windows\System32kemel32dl  SUCCESS VolumeCreationTime: 25/03/2024 18:43:00, Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel
C:\Windows\System32kemel32.dl  BUFFER OVERFL... Creation Tme: 08/09/2022 03:07:15, LastAccess Time: 28/03/2024 21:26:14, LastWrte Tme: 08/08/2022 03:07:15, Change Tme: 25/03/2024 10:48:49, Fle tiributes: A, AlocationSize: 770,048, EndOfFie: 766,000
C:\Windows\System32kemel32dl  SUCCESS VolumeCreation Time: 25/03/2024 18:43:00. Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel
2256 s QueryAlinforma..C:\Windows\System32 kemel32dl  BUFFER OVERFL... reation Time: 08/09/2022 03:07:15, LastAcoess Tme: 28/03/2024 21:26:14, LastWite Time: 08/09/2022 03:07-15, Change Time: 25/03/2024 10:48:49, FleAttrbutes: A, AlocationSize: 770,048, EndOfFie: 766,000
2256 s FieSystemControlC:\Windons\System32\kemel32dl  SUCCESS Cortrol: FSCTL_READ_FILE_USN_DATA
2256 s Queryidinfomat...C:\Windons\System32 kemel32dl  SUCCESS
C:\Windows\System32kemel32dl  SUCCESS
C:\Windows\System32kemel32dl  SUCCESS Offset: 522240, Length: 16,384, 1/0 Fags: Non-cached. Paging /0, Synchronous Paging /0, Priorty: Nomal
C:\Windows\System32kemel32dl  SUCCESS Offset: 518,144, Length: 4096, /O Flags: Non-cached, Paging /0, Synchronous Paging I/0, Prcrty: Nomal
C:\Windows\System32\KemelBase dil  SUCCESS Image Base: (7ic 130000, Inage Size: (x22000
C:\Windows\System32\KemelBase dl  SUCCESS Offset: 2,681,344, Length: 5,120, /0 Flags: Non-cached, Paging I/0, Synchronous Paging /0, Prirty: Nomal
225 GaCreateFle  Ci\Windows\System32\KemelBase.dl  SUCCESS Desred Access: Read Atrbuses, Synchronize, Dispostion: Open, Options: Non-Directory Fie, Open For Backup, Open Reparse Point, Open Requiing Oplock, Attrbues: n/a, Sharelode: Read, Wite, Delete, AlocationSize:n/a, OpenResut: Opened
2256 s FieSystemControlC:\Windows\System32\KemelBase dl  OPLOCK HANDLE...Control: FSCTL_REQUEST_OPLOCK
2256 s FieSystemControlC:\Windows\System32\KemelBase dl  SUCCESS Cortrol: 0x3022b (Device:05 Function: 136 Method: 3)
C:\Windows\System32\KemelBase dil  SUCCESS
C:\Windows\System32\KemelBase dl  SUCCESS Offset: 2.747,392, Lenth: 2,048, /0 Flags: Non-cached, Paging I/0, Synchronous Paging /0, Prrty: Nomal
C:\Windows\System32\KemelBase dl  SUCCESS Desred Access: Read Atrbutes, Synchronize, Disposton: Open, Options: Synchronous 10 Non-Alrt, Open For Backup, Open No Recall, Disalow Exclusive, Atibutes:n/a, Shareode: Read, Vit Delete, AlocationSize:/a, OpenResuit: Opened
C:\Windows\System32\KemelBase dl  SUCCESS VolumeCreationTime: 25/03/2024 18:43:00, Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel
C:\Windows\System32\KemelBase.dl  BUFFER OVERFL... Creation Tme: 08/09/2022 03:06:59, LastAccess Time: 28/03/2024 21:26:14, LastWrte Tme: 08/08/2022 03:06:59, Change Tme: 25/03/2024 10:48:50, Fle/tributes: A, AlocationSize: 2.953.216, EndOfFle: 2949720
C:\Windows\System32\KemelBase.dil  SUCCESS VolumeCreation Tme: 25/03/2024 18:43:00, Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel
C:\Windows\System32\KemelBase.dl  BUFFER OVERFL... Creation Time: 08/09/2022 03:06:59, LastAccess Time: 28/03/2024 21:26:14, LastWrte Tme: 08/08/2022 03:06:59, Change Tme: 25/03/2024 10:48:50, Fle/tributes: A, AlocationSize: 2.953.216, EndOfFle: 2949720
2256 s FieSystemControlC:\Windows\System32\KemelBase dl  SUCCESS Cortrol: FSCTL_READ_FILE_USN_DATA
2256 & Queryldinfomat...C:\Windows\System32\KemelBase dl  SUCCESS
2256 5 CloseFie. C:\Windows\System32\KemelBase dil  SUCCESS
4330 5 ReadFie C:\Windows\System32\KemelBase dl  SUCCESS Offset: 1,844,224, Length: 16,384, 1/0 Fags: Noncached, Paging 1/0. Synchronous Paging /0, Prirty: Nomal

C:\Windows\System32\KemelBase dil  SUCCESS Offset: 1,827,840, Length: 16,384, 1/0 Fags: Noncached. Paging I/0. Synchronous Paging /0, Prirty: Nomal
HKLM\System\CurentCortrolSet\Cortr... NAME NOT FOUND Length: 528
C:\Windows\System32\KemelBase dil  SUCCESS Name: \Windows\System32\KemelBase.di
HKLM\System\CurentCortrolSet\Cortr... NAME NOT FOUND Length: 528
C:\Windows\System32\KemelBase dil  SUCCESS Name: \Windows\System32\KemelBase.di
'HKLM\System\CurentControlSet\Cortr... NAME NOT FOUND Length: 528
C:\Windows\System32kemel32dl  SUCCESS Name: \Windows\System32\kemel32.dI
HKLMSystem\CurentCortrolSet\Cortr... REPARSE. Desred Access: Query Value, Set Valve.
HKLM\System\CumentCortrolSet\Cortr... NAME NOT FOUND Desired Access: Query Value, Set Value
HKLWSystem\CurentCortrolSet\Contr... REPARSE. Desred Access: Read
HKL\System\CurentCortrolSet\Contr... NAME NOT FOUND Desied Access: Read
HKLM\Software!Polces\Microscft \Win... SUCCESS Desred Access: Query Value
'HKLM\SOFTWAREPolcies \Microsoft\... NAME NOT FOUND Length: 80
HKLM\SOFTWARE Polcies \Microsoft.. SUCCESS

'HKCU\Software!\Polces \Wicroscft\Win...NAME NOT FOUIND Desied Access: Query Value:

HKLM\System\CurentCortrolSet\Contr... REPARSE. Desred Access: Read
HIKLM\System\CurentControlSet\Cortr... SUCCESS Desred Access: Read
HIKLM\System\CurentControlSet\Cortr... SUCCESS Type: REG_DWORD, Length: 4, Data: 0
HKLM\System\CurentControlSet\Cortr... SUCCESS
C:\Windows\System32\conhostexe  SUCCESS Offset: 823,803, Length: 16,384, 1/0 Flags: Non-cached. Paging /0, Synchronous Paging /0, Prirty: Nomal
C:\Windows\System32\msvep_windl  SUCCESS Image Base: 0c7ic1720000, nage Size: (x3d000
C:\Windows\System32\msvep_windl  SUCCESS Offset: 349,184, Length: 12.288, 1/0 Flags: Non-cached. Paging /0, Synchronous Paging /0. Priorty: Nomal
225 GaCreatefle  C:\Windows\System32\msvep_windl  SUCCESS Desred Access: Read Atrbuses, Synchronize, Dispostion: Open, Options: Non-Directory Fie, Open For Backup, Open Reparse Point, Open Requiing Oplock, Attrbes: n/a, Sharelode: Read, Wite, Delete, AlocationSize:n/a, OpenResut: Opened
2256 s FieSystemControlC:\Windows\System32\msvcp_windl  OPLOCK HANDLE...Control: FSCTL_REQUEST_OPLOCK
2256 s FieSystemControlC:\Windows\System32\msvep_windl  SUCCESS Cortrol: 0x3022b (Device:05 Function: 136 Method: 3)
C:\Windows\System32\msvep_windl  SUCCESS
C:\Windows\System32\msvep_windl  SUCCESS Offset: 533,408, Length: 3072, /O Flags: Non-cached, Paging /0. Synchronous Paging I/0, Prcrty: Nomal
Backed by virtual memory
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tem32\msvcp_windl  SUCCESS Desred Access: Read Atrbues, Synchronize, Dispostion: Open, Options: Synchronous 10 Non-Alrt, Open For Backup, Open No Recall, Disalow Exclusive, Atibutes:n/a, ShareHlode: Read, Vit Delete, AlocationSize:/a, OpenResult: Opened
C:\Windows\System32\msvep_windl  SUCCESS VolumeCreationTime: 25/03/2024 18:43:00, Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel

C:\Windows\System32\msvp_windl  BUFFER OVERFL... Creation Tme: 08/09/2022 03:06:55, Last Access Time: 28/03/2024 21:26:14, LastWrte Tme: 08/09/2022 03.06:55, Change Tme: 25/03/2024 10:48:50, Fle Atributes: A, AlocationSize: 634,880, EndOfFie: 634,760
C:\Windows\System32\msvep_windl  SUCCESS VolumeCreation Time: 25/03/2024 18:43:00. Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel
C:\Windows\System32\msvp_windl  BUFFER OVERFL... Creation Tme: 08/09/2022 03:06:55, LastAccess Time: 28/03/2024 21:26:14, LastWrte Tme: 08/09/2022 03.06:55, Change Tme: 25/03/2024 10:48:50, Fle Atributes: A, AlocationSize: 634,880, EndOfFie: 634,760
C:\Windows\System32\msvep_windl  SUCCESS Offset: 616,443, Length: 512, /O Flags: Non-ached, Paging /0, Synchronous Paging I/0, Prorty: Nomal

2141 2256 s FieSystemControlC:\Windows\System32\msvep_windl  SUCCESS Cortrol: FSCTL_READ_FILE_USN_DATA

2141 2256 & Queryidinfomat...C:\Windows\System32\msvep_windl  SUCCESS

2141 C:\Windows\System32\msvep_windl  SUCCESS

2141 4330 Pload Inage  C:\Windows\System32wotbasedl  SUCCESS Image Base: B«7Hic190000, nage Size: Gx100000

2141 4330 % ReadFie. C:\Windows\System32worbasedl  SUCCESS Offset: 970,752, Lengh: 4,603, /0 Flags: Non-cached, Paging /0, Synchronous Paging I/0. Pricrty: Nomal

2141 4330 % ReadFie C:\Windows\System32worbasedl  SUCCESS Offset: 749,056, Length: 16,384, 1/0 Flags: Non-cached. Paging /0, Synchronous Paging /0, Priorty: Nomal

2141 C:\Windows\System3wotbasedl  SUCCESS Desred Access: Read Atrbues, Synchronize, Dispostion: Open, Options: Non-Dirsctory Fie, Open For Backup, Open Reparse Point, Open Requiing Oplock, Attrbutes: n/a, Sharelode: Read, Wite, Delete, AlocationSize:n/a, OpenResut: Opened

2141 2256 s FieSystemControlC:\Windows\System32\uctbase. i OPLOCK HANDLE...Control: FSCTL_REQUEST_OPLOCK

2141 2256 s FieSystemControlC:\Windows\System32\wotbase dl  SUCCESS Cortrol: 0x3022b (Device:05 Function: 136 Method: 3)

2141 2256 s CloseFie. C:\Windows\System32werbasedl  SUCCESS

21:41, 4880 <2 Thread Create SUCCESS Thread ID: 3092

2141 C:\Windows\System32\conhostexe  SUCCESS Offset: 772,096, Length: 5,632, /0 Flags: Non-cached, Paging /0, Synchronous Paging 1/0, Pricrty: Nomal

2141 C:\Windows\System3wertbasedl  SUCCESS Desred Access: Read Atrbutes, Synchronize, Dispostion: Open, Options: Synchronous 10 Non-Alrt, Open For Backup, Open No Recall, Disalow Exclusive, Atibutes:n/a, Shareode: Read, Vite, Delete, AlocationSize:/a, OpenResuit: Opened

2141 C:\Windows\System3worbase i SUCCESS VolumeCreationTime: 25/03/2024 18:43:00, Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel

2141 C:\Windows\System32wertbase.dl  BUFFER OVERFL... Creation Tme: 08/09/2022 03:06:55, LastAccess Time: 28/03/2024 21:26:14, LastWrte Tme: 08/08/2022 03.06:55, Change Tme: 25/03/2024 10:48:50, Fle/tributes: A, AlocationSize: 1,048,576, EndOfFle: 1,044,888

2141 C:\Windows\System3wortbase i SUCCESS VolumeCreation Time: 25/03/2024 18:43:00. Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel

2141 C:\Windows\System32wertbase.dl  BUFFER OVERFL... Creation Time: 08/09/2022 03:06:55, LastAccess Time: 28/03/2024 21:26:14, LastWrte Tme: 08/08/2022 03:06:55, Change Tme: 25/03/2024 10:48:50, Fle/tributes: A, AlocationSize: 1,048,576, EndOfFle: 1,044,888

2141 2256 s FieSystemControlC:\Windows\System32\wotbase dl  SUCCESS Cortrol: FSCTL_READ_FILE_USN_DATA

2141 2256 & Queryidinfomat...C:\Windows\System32wotbase dl  SUCCESS

2141 2256 s CloseFie. C:\Windows\System3wortbasedl  SUCCESS

2141 4330 Pload Inage  C:\Windows\System32\SHCoredl  SUCCESS Image Base: 07ic2560000, age Size: Grad000

2141 C:\Windows\System32\SHCore dl  SUCCESS Offset: 630,784, Length: 1,536, /0 Flags: Non-cached, Paging /0, Synchronous Paging I/0, Prorty: Nomal

2141 C:\Windows\System32\SHCore dl  SUCCESS Offset: 668,672, Lengh: 1,536, /O lags: Non-cached, Paging /0, Synchronous Paging I/0, Pricrty: Nomal

2141 C:\Windows\System32\SHCore dl  SUCCESS Offset: 526,843, Length: 16,384, 1/0 Flags: Non-cached. Paging /0, Synchronous Paging /0, Priorty: Nomal

2141 225 BaCreateFle  C:\Windows\System32\SHCoredl  SUCCESS Desred Access: Read Atrbuses, Synchronize, Dispostion: Open, Options: Non-Directory Fie, Open For Backup, Open Reparse Point, Open Requiing Oplock, Attrbes: n/a, Sharelode: Read, Wite, Delete, AlocationSize: n/a, OpenResut: Opened

2141 2256 s FieSystemControlC:\Windows\System32\SHCore dl  OPLOCK HANDLE...Control: FSCTL_REQUEST_OPLOCK

2141 2256 s FieSystemControlC:\Windows\System32\SHCore dl  SUCCESS Cortrol: 0x3022b (Device:05 Function: 136 Method: 3)

2141 2256 s CloseFie. C:\Windows\System32\SHCore dl  SUCCESS

2141 4330 cPload Inage  C:\Windows\System32\msvert il SUCCESS Image Base: (7ic3ad000D, age Size: (x3e000

2141 4330 % ReadFie C:\Windows\System32\msvert il SUCCESS Offset: 478,208, Lengh: 8,152, /0 Flags: Non-cached, Paging /0, Synchronous Paging 1/0, Pricrty: Nomal

2141 225 BaCreateFle  C:\Windows\System32\SHCoredl  SUCCESS Desred Access: Read Atrbues, Synchronize, Dispostion: Open, Options: Synchronous 10 Nor-Alrt, Open For Backup, Open No Recall, Disalow Exclusive, Atibutes:n/a, Shareode: Read, Vite, Delete, AlocationSize:/a, OpenResuit: Opened

2141 C:\Windows\System32\SHCore dl  SUCCESS VolumeCreationTime: 25/03/2024 18:43:00, Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel

2141 2256 % QueryAlinforma..C:\Windows\System32\SHCore.dl  BUFFER OVERFL... Creation Time: 08/09/2022 03:06:47, LastAcoess Tme: 28/03/2024 21:16:52, LastWite Time: 08/09/2022 03:06:47, Change Time: 25/03/2024 10:48:50, FleAttrbutes: A, AlocationSize: 704512, EndOfFie: 700,895

2141 2256 s Queryifomato...C:\Windows\System32\SHCore.dl  SUCCESS VolumeCreation Time: 25/03/2024 18:43:00, Volume SeralNumber: 1E43-29A3, SupportsObjects: True, VolumeLabel

2141 C:\Windows\System32\SHCore.dl  BUFFER OVERFL... Creation Time: 08/09/2022 03:06:47, LastAccess Time: 28/03/2024 21:16:52, LastWrte Tme: 08/09/2022 03.06:47, Change Time: 25/03/2024 10:48:50, Fle Atributes: A, AlocationSize: 704 512, EndOfFie: 700,896

2141 2256 s FieSystemControlC:\Windows\System32\SHCore dl  SUCCESS Cortrol: FSCTL_READ_FILE_USN_DATA

2141 2256 s Queryidinfomat...C:\Windows\System32\SHCore dl  SUCCESS

2141 2256 5 CloseFie. C:\Windows\System32\SHCore dl  SUCCESS

2141 C:\Windows\System32\msvert i SUCCESS Offset: 530,096, Length: 8,152, /0 Flags: Non-cached, Paging /0, Synchronous Paging I/0, Prorty: Nomal

2141 4330 Pload Inage  C:\Windows\System32\combasedl  SUCCESS Image Base: Ge/Hic3450000, nage Size: (x354000

2141 4330 % ReadFie. C:\Windows\System32\combasedl  SUCCESS Offset: 3,138,560, Length: 10,752, 1/0 Fags: Noncached, Paging 1/0. Synchronous Paging /0, Prirty: Nomal

2141 4330 5 ReadFie C:\Windows\System32\combasedl  SUCCESS Offset: 3324 416, Length: 2,048, /0 Flags: Non-cached, Paging I/0, Synchronous Paging /0, Priorty: Nomal

2141 4880 % ReadFie. C:\Windows\System32\combasedl  SUCCESS Offset: 2607.104, Length: 16,384, 1/0 Fags: Non-cached, Paging I/0. Synchronous Paging /0, Prirty: Nomal

2141 4330 s ReadFie C:\Windows\System32\combasedl  SUCCESS Offset: 2594 816, Length: 12,288, 1/0 Fags: Noncached. Paging I/0. Synchronous Paging /0, Prirty: Nomal

2141 4330 cPload Image  C:\Windows\System32\portd di SUCCESS Image Base: Oe7Hic280000. Image Size: 0125000

2141 4330 % ReadFie. Ca\Windows\System32vpoté di SUCCESS Offset: 1,096,704, Length: 2,048, /0 Flags: Non-cached, Paging I/0, Synchronous Paging /O, Prrty: Nomal

2141 4880 % ReadFie. Ci\Windows\System32vpoté SUCCESS Offset: 1,150,976, Length: 1,024, /0 Flags: Non-cached. Paging I/0, Synchronous Paging /0, Prioty: Nomal

Showing 1,668,669 of 2,485,596 events (67%) Backed by virtual memory.
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2141 EiCorhostere 4880 BReadfle  C\Windows\System32\advapid2dl  SUCCESS Offset: 481,752, Length: 16,384, O Flags: Non-<ached. Paging /0. Synchronous Paging /0, Prrty: Nomal
2141, EiConhostere 4880 Pload Image  C\Windows\System32iscchostdl  SUCCESS image Base: Oxfc26a0000, Inage Size: G:Sc000

2141 EiConhostere 4880 FaReadfle  C\Windows\System32iscchostdl  SUCCESS Offset: 574,57, Length: 11.264, /O Flags: Non-cached. Paging /0, Synchronous Paging /0, Prrty: Nomal
2141 gConhostere. C\Windows\System32\sechost dl  SUCCESS Offset: 604,160, Length: 512, 0 Fags: Non-cached. Paging /0. Synchronous Paging 1/0, Prty: Nomal
2141 gConhostere. C\Windows\System32\sechostdl  SUCCESS Offset: 458,752, Length: 8192. 1/0 Fags: Non-cached. Pagig /0, Synchronous Faging /0. Prorty: Nomal
2141 gConhostere. HKLM\SYSTEM \CureniControlSet\Con. REPARSE Desired Access: Query Vale, Enumerdte Sub Keys.

2141 gConhostere. HKLM\System!CurertCortrolSet\Contr.. SUCCESS Desired Access: Query Vale, Enumerdte Sub Keys.

2141 gConhostere.
2141 gConhostere.

'HKLM\System\CuentCortrolSet\Cortr... NAME NOT FOUND Length: 24
HKLM\System\CurentControlSet\Cortr... SUCCESS

2141 gConhostere. C\Windows\System32\msvartdl  SUCCESS Offset: 600,576, Length: 153, /0 Fags: Non-cached. Pagig /0, Synchronous Paging /0. Prrty: Nomal
2141 gConhostere. HKLM\System\Curert CortrolSetCortr... REPARSE Desired Access: Read

2141 gConhostere. HKLM\System!CurertCortrolSet\Contr.. SUCCESS Desired Access: Read

2141 gConhostere. HKLM\System!CurertCortrolSet\Contr.. SUCCESS Type: REG_SZ. Length: 18, Date: 00060305

2141 gConhostere. HKLM\System\CurertCortrolSet\Contr.. SUCCESS Type: REG_SZ. Lengh: 26, Data: kemel32l

2141 gConhostere. HKLM\SYSTEM \CureriControlSet\Con. REPARSE Desired Access: Query Vale, Enumerdle Sub Keys.

2141 gConhostere. HKLM\System!CurertCortrolSet\Contr.. SUCCESS Desired Access: Query Vale, Enumerdte Sub Keys.

2141 gConhostere.
2141 gConhostere.

'HKLM\System\CuentCortrolSet\Cortr... NAME NOT FOUND Length: 24
HIKLI\System\CurentControlSet\Cortr... SUCCESS

2141 gConhostere. HKLM SUCCESS Desired Access: Maximum Alowed. Granted Access: Read
2141 gConhostere. HKLM SUCCESS Guery: HandieTags, HendieTags: 0x0
2141 gConhostere. HKLM\SOFTWARE\Microsoft OLE  SUCCESS Desied Access: Read

2141 gConhostere.
2141 gConhostere.
2141 gConhostere.
2141 gConhostere.
2141 gConhostere.
2141 gConhostere.
2141 gConhostere.
2141 gConhostere.
2141 gConhostere.
2141 gConhostere.

HKLWSOFTWARE Wicrosoft\Ole\Pag .. NAME NOT FOUND Length: 20
HKLM\SOFTWARE Mcosaft\Ole  SUCCESS

HKLM SUCCESS Query: HandieTags, HandeTags: 00
HKLM\SOFTWARE\Mcrosoft OLE  SUCCESS Desred Access: Read
HKLWSOFTWARE Wicrosoft\Ole\Pag .. NAME NOT FOUND Length: 20

HKLM\SOFTWARE Mcosaft\Ole  SUCCESS

HKLM SUCCESS Query: HandieTags, HandeTags: 00
HKLM\SOFTWARE\Mcosoft OLE  SUCCESS Desred Access: Read
HKLWSOFTWARE Wicrosoft\Ole\Agg .. NAME NOT FOUND Length: 16
HKLM\SOFTWARE\Mcrosoft\Ole  SUCCESS

2141 gConhostere. HKLM SUCCESS Guery: HandieTags, HendieTags: 0x0
2141 gConhostere. HKLM SUCCESS Desird Access: Read

2141 gConhostere. HKLM SUCCESS KeySetinfomationCiss: Key SetHande Tagsifomaton, Length: 0
2141 gConhostere. HKLM SUCCESS Guery: HandieTags. HendleTags: 0x100

2141 gConhostere.
2141 gConhostere.

HKLM\Software\Microsoft\Ole\Feature... NAME NOT FOUND Desired Access: Read
HKLWNSOFTWARE\Microsoft\Appllod... NAME NOT FOUND Desied Access: Read

2141 gConhostere. HKLM SUCCESS Guery: HandieTags. HendleTags: 0x100
2141 gConhostere. HKLM\Software \Wicrosoft\Oe\Feature.. NAME NOT FOUND Desired Access: Read

2141 gConhostere. HKLM SUCCESS Guery: HandieTags. HendleTags: 0x100

2141 gConhostere. HKLM\Software Wicrosft\Ole: SUCCESS Desired Access: Read

2141 gConhostere. HICU SUCCESS Desired Access: Read

2141 gConhostere. HICU SUCCESS Guery: HandieTags, HendieTags: 0x0

2141 gConhostere. HKCU\Software\Classes\Local Setings REPARSE Desired Access: Read

2141 gConhostere. HKCU\Software \Classes Local Setings  SUCCESS Desired Access: Read

2141 gConhostere. HKCU\Software \Classes \Local Setings  SUCCESS KeySetinfomationCiss: Key SetHande Tagslfomaton, Length: 0
2141 gConhostere. HICU SUCCESS

2141 gConhostere. HKCU\Software Classes Local Setings  SUCCESS Guery: HandieTags, HendleTags: 0x100

2141 gConhostere. 'HKCU\Software \Classes \Local Setings...NAME NOT FOUND Desired Access: Read

2141 gConhostere. HKCU\Software \Classes \Local Setings  SUCCESS Guery: HandieTags. HendleTags: 0x100

2141 gConhostere. 'HKCU\Software \Classes \Local Setings...NAME NOT FOUND Desired Access: Read

2141 gConhostere. HKCU\Software \Classes \Local Setings  SUCCESS Guery: HandieTags. HendleTags: 0x100

2141 gConhostere. 'HKCU\Software \Classes \Local Setings...NAME NOT FOUND Desired Access: Read

2141 EConhostere. HKCU\Software \Classes Local Setings  SUCCESS Guery: HandieTags. HendleTags: 0x100

Showing 1,681,261 of 2,502,176 events (67%)  Backed by virtual memory
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Time ... Process Name. PID Operation Fath Resut
4204 GIUDPSend  DESKTOP-BCLP7B551492 > wwwine... SUCCESS
4224 GIUDPSend  DESKTOP-BCLP7B5:51492 > wwwine... SUCCESS
4224 GIUDPSend  DESKTOP-BCLP7B5:51492 > wwwine... SUCCESS
4204 GIUDPSend  DESKTOP-BCLP7B5:51492 > wwwine... SUCCESS
GUDPSend  DESKTOP-BCLP7B5:85161 > wwwine... SUCCESS
IUDP Receive  DESKTOP-BCLP7B5:85161 > wwwine... SUCCESS
G TCP Cormect  DESKTOP-BCLP7B5:49699 > wwwine... SUCCESS
G TCP TCPCopy  DESKTOP-BCLP7B5:49699 > wwwine... SUCCESS
TP Receive  DESKTOP-BCLP7B5:49699 > wwwine... SUCCESS
GTCPSend  DESKTOP-BCLP7B5:49699 > wwwine... SUCCESS
G TCP TCPCopy  DESKTOP-BCLP7B5:49699 > wwwine... SUCCESS
TP Receive  DESKTOP-BCLP7B5:49699 > wwwine... SUCCESS
GTCPSend  DESKTOP-BCLP7B5:49699 > wwwine... SUCCESS
DESKTOP-BCLP7B5:49699 > wwi.ne.
KIOP-BCLP7BS: Rt

22.seqpum: 0, connid: 0
22,seapum: 0, connid: 0
8, statime: 41276, endtime: 41277, seqnum: 0, conrid: 0
31, seqpum: 0, connid: 0
31, seqnum: 0, connid: 0
statim: 41277, enctime: 41277, seqnum: 0, conrid: 0

EEEEEEEEEEE EEEE R R R R R R EER R

Showing 90 of 197,102 events (0.045%)
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Showing 113 of 267,137 events (0.042%)

'DESKTOP-BCLP7B5:49702 -> wwi inetsim.org i
'DESKTOP-BCLP7B5:49702 - www inetsim.org i
'DESKTOP-BCLP7B5:49702 - www inetsim.org i
'DESKTOP-BCLP7B5:49702 - www inetsim.org i
'DESKTOP-BCLP7B5:49702 - www inetsim.org i
'DESKTOP-BCLP7B5:49702 - www inetsim.org i
'DESKTOP-BCLP7B5:49702 - www inetsim.org i
& TCP Disconnect DESKTOP-BCLP7B5:49702 > www inetsim.org i
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
'DESKTOP-BCLP7B5:49705 - www inetsim.orgiip
& TCP Disconnect DESKTOP-BCLP7B5:49705 -> www inetsim.org i
'DESKTOP-BCLP7B5:57435 -> wwi nctsim.org:comain
'DESKTOP-BCLP7B5'57435 > wwi nctsim.org:comain
'DESKTOP-BCLP7B5:49708 > wwi nctsim.org-htps.
'DESKTOP-BCLP7B:49708 -> wwi nctsim.org-htps.
'DESKTOP-BCLP7B:49708 -> wwi nctsim.org-htps.
& TCP Disconnect DESKTOP-BCLP7B5:49708 > wwi nctsim org-htps.
GIUDP Send  DESKTOP-BCLP7B5:65532 - wwi nctsim.org:comain
EIUDP Receive  DESKTOP-BCLP7B5/65532 - wwi nctsim.org:comain
5012 GITCP Comnect  DESKTOP-BCLP7B5:49709 -> www netsim org itps
5012 GITCPSend  DESKTOP-BCLP7B5:49709 > www netsim org itps
5012 GITCP Receive  DESKTOP-BCLP7B5:49709 > www netsim org itps
5012 GITCPSend  DESKTOP-BCLP7B5:4970 > www netsim org itps
5012 G TCP Receive  DESKTOP-BCLP7B5:49709 > www netsim org itps
5012 G TCP Receive  DESKTOP-BCLP7B5:4970 > www netsim org itps
5012 GITCP Disconnect DESKTOP-BCLP7B5:49709 > www netsim org itps
2284 EIUDP Receive  www inetsim org:ssdp -> www inetsim org 52084
2284 GIUDP Receive  www inetsimorg:ssdp -> www inetsim org 52084

Backed by virtual memory.
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Length: 16, startime: 42833, endiime: 42833, seanum: 0, connid: 0
Length: 22, seqnum: 0, connid: 0

Length: 22, seqnum: 0, connid: 0

16, statime: 42833, endim: 42833, seqrum: 0, conrid: 0
seqnum: 0, connid: 0

0. conrid: 0

0. conrid: 0

1460, sackopt: . tsopt: 0, wsopt: 1, rovwin: 262144, evwinscale: 8
0. conrid: 0

0. conrid: 0

43795, endtime: 43796, sequm: 0, conrid: 0
0. conrid: 0

seqnum: 0, connid: 0

43797, endtime: 43798, sequm: 0, conrid: 0
0. conrid: 0

0. conrid: 0

startime: 43800, endtime: 43800, sequm: 0, conrid: 0
seqnum: 0, connid: 0

seqnum: 0, conrid: 0

startim: 43801, endtime: 43801, seqnum: 0, conrid: 0
0. conrid: 0

0. conrid: 0

startim: 43801, endtime: 43802, seqnum: 0, conrid: 0
seqnum: 0, connid: 0

0. conrid: 0

statime: 43802, enctime: 43802, sequm: 0, conrid: 0
0. conrid: 0

0. conrid: 0

startime: 43802, enctime: 43803, sequm: 0, conrid: 0
0. conrid: 0

0. conrid: 0

artime: 43803, endiime: 43803, seanum: 0, connid: 0
0. conrid: 0

Egg“
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i

i
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i

i

a2

tsopt: 0, weopt: 1, revwin: 2102400, revwinscale: 8
‘endtime: 43655, seqnum: 0, connid: 0
[

il
ik

mss: 1460, sackopt: 1. tsopt: 0 wsopt: 1. rovwin: 2102400, rovwinscale: 8
16, statime: 48687, endtime: 48687, seqnum: 0, conrid: 0
1298, seqrum: 0, conrid: 0
artime: 48585, endiime: 48683, seapum: 0, connid: 0
226, sequm: 0, connid: 0
seqnum: 0, connid: 0
seqnum: 0, connid: 0
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2128 <2 Thread Ext SUCCESS ‘Thread ID: 4724, User Time: 0.0000000, Kemel Time: 00000000
2284 <2 Thread Ext SUCCESS ‘Thread ID: 3672, User Time: 0.0000000, Kemel Time: 00000000
396 2Process Create  C:\Users\archi\Desktop\SampleMal\SampleMalexe SUCCESS PID: 2752, Command ine: "C:\Users\archi\Deskiop\SampleMal\Samplefial exe™
2752 &2 Process Stat SUCCESS Perent PID: 396, Command lne: "C:\Users\archi\Desktop\Sampleal\Samplelfal exe’”, Curent direct
2792 <2 Thread Create SUCCESS Thread ID: 3040
2792 Pload Inage  C:\Users\archi\Deskiop\SampleMal\Samplelal exe. SUCCESS Image Base: 0400000, Image Size: 0xd000
2752 Bload Inage  C:\Windows\System32\rtl SUCCESS Image Base: (7alea90000, Image Size: 013000
2752 Bload Inage  C:\Windows\SysWOWSA\vidl i SUCCESS Image Base: 77730000, Image Size: 0x124000
2752 Pload Image  C:\Windows\System32wowS4 di SUCCESS Image Base: (7a 1cf90000, age Size: 59000
2752 Pload Inage  C:\Windows\System32\wowSdwin dl SUCCESS Image Base: (7a1e640000, Image Size: 0xB3000
2752 Bload Inage  C:\Windows\System32\wowsdcpu dl SUCCESS Image Base: (77720000, Image Sze: (xa000
2752 Pload Inage  C:\Windows\SysWOW4\kemel32l SUCCESS Image Base: 077430000, Image Size: (0000
2792 Pload Image  C:\Windows\SysWOWE4\KemelBase.di SUCCESS Image Base: Bx77010000, Image Size: 0:213000
2792 2 Process Create  C:\Windows \System32\Conhost exe SUCCESS PID: 4792, Command ine: \?2\C:\Windows \system32\conhost exe i -ForceV/1
4752 <2 Process Stat SUCCESS Parent PID: 2792, Command ine: \?2\C:\Windowssystem32\conhost exe O -ForceV1, Curent di
4792 <2 Thread Create SUCCESS Thread ID: 4036
4752 Pload Inage  C:\Windows\System32\conhost exe SUCCESS Image Base: 0767150000, Image Size: (xda000
4752 Bload Inage  C:\Windows\System32\rtl ol SUCCESS Image Base: (Fa1ea0000, Image Size: Ox1fB000
4752 Pload Inage  C:\Windows\System32\kemel32dl SUCCESS Image Base: 07a1d7a0000, Image Size: Gxbd000
4752 Pload Inage  C:\Windows\System32\KemelBase dl SUCCESS Image Base: O7a1c570000, Image Size: 0x2ce000
4752 Pload Inage  C:\Windows\System32\msvcp_windl SUCCESS Image Base: 07a1c940000, Image Size: (<3400
4752 Pload Inage  C:\Windows\System32\ucitbase.dl SUCCESS Image Base: 0c7a1c200000, Image Size: 0100000
4792 <2 Thread Create: SUCCESS Thread ID: 3316
4752 Pload Inage  C:\Windows\System32\SHCore dl SUCCESS Image Base: O7ae3c0000, Image Size: Gxad000
4752 Bload Inage  C:\Windows\System32\msvert il SUCCESS Image Base: 7alccal000, mage Size: (x30000
4752 Bload Inage  C:\Windows\System32\combase dl SUCCESS Image Base: (7a1e060000, Image Size: 0354000
4752 Pload Inage  C:\Windows\System32\potd di SUCCESS Image Base: O7a1d0c0000, Image Size: 0125000
4752 Bload Image  C:\Windows\System32\advapi32 SUCCESS Image Base: O7alch 10000, Image Size: 0xae000
4752 Pload Inage  C:\Windows\System32\sechostdl SUCCESS Image Base: 0c7ale470000, Image Size: (x50000
4792 < Thread Create: SUCCESS ‘Thread ID: 4040
4792 <2 Thread Ext SUCCESS Thread ID: 3316, User Time: 0.0000000, Kemel Time: 00000000
4792 <2 Thread Bxit SUCCESS Thread ID: 4036, User Time: 0.0000000, Kemel Time: 0.0156250
4752 load Inage  C:\Windows\System32\wser32dl SUCCESS Image Base: (7a1e6d0000. Image Size: Ox1a0000
4752 load Inage  C:\Windows\System32\win32u dil SUCCESS Image Base: Oc7alc1b0000, mage Size: 0x22000
4752 Bload Inage  C:\Windows\System32\gd32l SUCCESS Image Base: O7a1e870000, Image Size: 0x2a000
4752 Pload Inage  C:\Windows\System32\gdi 32l SUCCESS Image Base: Oc7a1c9e0000, Image Size: 0106000
4792 <2 Thread Create: SUCCESS Thread ID: 2783
4752 load Inage  C:\Windows\System32mm32dl SUCCESS Image Base: (07a 16030000, Image Size: Gx30000
4752 Pload Inage  C:\Windows\System32\shel 32l SUCCESS Image Base: O7a1d860000, Image Size: 0743000
4752 Pload Inage  C:\Windows\System32\uxheme i SUCCESS Image Base: 07a 1900000, Image Size: (x30000
4792 < Thread Create SUCCESS Thread ID: 3140
4792 <2 Thread Create SUCCESS Thread ID: 2700
4752 Pload Inage  C:\Windows\System32\msctfdi SUCCESS Image Base: G7a1d 110000, nage Size: Ox115000
4752 Pload Inage  C:\Windows\System32\oleaut32dl SUCCESS Image Base: O7alceb0000, mage Size: Gxcd000
4792 cPload Image  C:\Windows\System32\TextShaping il SUCCESS Image Base: 07a 10520000, Image Size: Oxac000
4792 cPload mage  C:\Windows\WinSxS\amd64_microsoft windows common-cortr... SUCCESS Image Base: (x 06580000, Image Size: 0:292000
4752 load Inage  C:\Windows\System32\dwmapidl SUCCESS Image Base: (7a 1950000, age Size: (000
4792 Pload Image  C:\Windows\System32\kemel.appcore.dl SUCCESS Image Base: 07a1a0c0000, mage Size: 012000
4792 load Image  C:\Windows \System32\beryptprimitves.di SUCCESS Image Base: 7alc4e0000, Image Size: (xB2000
4752 Pload Inage  C:\Windows\System32\TextnputFramewor dl SUCCESS Image Base: (xfa13da0000, Image Size: 049000
4792 load Image  C:\Windows\System32\CoreUIComponents.dl SUCCESS Image Base: O7a 19380000, Image Size: 035000
4792 cPload Image  C:\Windows\System32\CoreMessaging.dil SUCCESS Image Base: (7219820000, Image Size: 042000
4752 Bload Inage  C:\Windows\System32\ws2_32l Image Base: <7a 1cH0000, Image Size: (60000
4752 Bload Inage  C:\Windows\System32\ntmarta

Showing 2,123 of 407,744 events (0.52%)
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PID Operation
4792 < Load Image-

4792 < Load Image
4792 <2Load Image:
396 2 Thread Create:
396 <2 Thread Create.
2792 <2Load Image:
2792 <2 Thread Create
2792 <Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2 Load Image:
2912 <2 Thread Create
2792 <Load Image:
2792 <2Load Image:
2136 <2 Thread Create
2136 <2 Thread Create
2136 <2 Thread Create
2792 <2Load Image:
2792 <2 Thread Create
2792 <Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <Load Image:
2792 <2 Thread Create
2136 <2Load Image
2136 <2Load image:
2136 <2 Thread Create
2136 <2 Thread Create
2792 <2Load Image:
604 <2 Thread Create:
2792 <2 Thread Create
2792 <Load Image:
2792 <2Load Image:
2792 <2Load Image:
2792 <2 Load Image:

Showing 2303 of 426,550 events (053%)
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Path
C:\Windows\System32\ws2_32.l

C:\Windows\System32\WinTypes.dl
Ci\Windows\System32\cbcata.dl

C:\Windows\SysWOWG4\apphelp dl

C:\Windows\SysWOW4\wininet dl
C:\Windows\SysWOW64\msvet dl
C:\Windows\SysWOW64\advapi32dl
C:\Windows\SysWOWB4\sechost i
C:\Windows\SysWOWB4\portd dil
C:\Windows\SysWOW4 et il
C:\Windows\SysWOW4\combase dil
C:\Windows\Sys WOWG4 \ucrtbase dil
C:\Windows\Sys WOW4\SHCore dl
C:\Windows\Sys WOW64\sspic.dl
C:\Windows\SysWOWE4\user32dl
C:\Windows\SysWOWG4\win32u dil
C:\Windows\SysWOW4\gd32.l
C:\Windows\Sys WOW64\gai3ul il
C:\Windows\Sys WOW64\msvcp,_win dil
C:\Windows\SysWOW4\mm32
C:\Windows\Sys WOW4\windows storage dl
C:\Windows\SysWOW4\widp dl
C:\Windows\Sys WOW64\shiwapi il
C:\Windows\SysWOWE4\profapidi

C:\Windows\SysWOW4\ws2_32l
C:\Windows\Sys WOW4\OnDemandConnRouteHelper di

C:\Windows\Sys WOWE4\winhitp dl

C:\Windows\Sys WOW4\kemel appcore.dil
C:\Windows\SysWOW4\mswsoci dl
C:\Windows\Sys WOWG4\PHLPAPI DLL
Ci\Windows\SysWOWB4nsicl
C:\Windows\SysWOW4\winsi il
C:\Windows\SysWOWE4\chepesves di

Ci\Windows\System32wtsapi32dl
Ca\Windows\System32winsta dl

C:\Windows\SysWOW4\chcposve di

C:\Windows\SysWOWE4\crypt 32l
C:\Windows\SysWOW4\dpapi dl
C:\Windows\Sys WOWE4\cryptbase dil
C:\Windows\Sys WOW64\dnsapi dl

Backed by virtual memory.
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Detal
Image Base: (7a 1cH0000. Image Size: (60000

Image Base: (a 13550000, Image Size: 0154000
Image Base: 07a1cd40000, Image Size: 0xa9000
Thread ID: 2868

Thread ID: 2164

Image Base: (074230000, Image Size: <000
Thread ID: 4440

Image Base: (x73370000, Image Size: 0454000
Image Base: 077520000, Image Size: (4bF000
Image Base: (76350000, Image Size: 0:7b000
Image Base: 07690000, Image Size: G76000
Image Base: (77310000, Image Size: (xbe000
Image Base: (x74730000, Image Size: 0:224000
Image Base: 75700000, Image Size: 0280000
Image Base: Gx75980000, Image Size: 0120000
Image Base: (7560000, Image Size: (87000
Image Base: 074200000, Image Size: 0:21000
Image Base: (76380000, Image Size: 015000
Image Base: (76340000, Image Size: 0x13000
Image Base: (75580000, Image Size: 0:23000
Image Base: (7750000, Image Size: (xdd000
Image Base: (077230000, Image Size: (:7b000
Image Base: O 660000, mage Size: 0:25000
Image Base: Gx7470000, inage Size: Gx604000
Image Base: 0x74c0000, Image Size: 0:27000
Image Base: (76250000, Image Size: (x45000
Image Base: 74470000, Image Size: 0x13000
Thread ID: 3608

Image Base: (x76c80000, Image Size: (463000
Image Base: 07420000, Image Size: 0x12000
Thread ID: 1296

Thread ID: 776

Thread ID: 4844

Image Base: (x74ed0000, Image Size: (9000
Thread ID: 1208

Image Base: 074240000, Image Size: 04000
Image Base: 07440000, Image Size: 052000
Image Base: 07450000, Image Size: 032000
Image Base: 78650000, Image Size: 07000
Image Base: (x74ec0000, Image Size: (<8000
Image Base: 074450000, Image Size: 0x14000
Thread ID: 5044

Image Base: (fa 18c0000, age Size: Gx14000
Image Base: (a bfa0000, mage Size: (x5a000
Thread ID: 3196

Thread ID: 2876

Image Base: (74710000, Image Size: (x16000
Thread ID: 4184

Thread ID: 2076

Image Base: 075600000, Image Size: (2000
Image Base: (x74eb0000, Image Size: (<8000
Image Base: (74440000, Image Size: (xa000
Image Base: 074680000, Image Size: 030000
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C:\Windows\Sys WOW4 vasachip dl
C:\Windows\SysWOWB4\FWPUCLNT DLL
C:\Windows\SysWOWE4\berypt il

Image Base: (7490000, Image Size: 0<8000
Image Base: (74620000, Image Size: (459000
Image Base: (77410000, Image Size: 015000

Thread ID: 3664
2712 <2 Thread Create Thread ID: 4183

2712 Bload Inage  C:\Windows\System32\ws2_32l Image Base: O<7a 1cH0000, Image Size: (66000

2712 <2 Thread Create Thread ID: 3836

2712 <2 Thread Create Thread ID: 3752

2712 <2 Thread Create Thread ID: 2248

4792 <2 Thread Create Thread ID: 2316

2752 Pload Inage  C:\Windows\SysWOWS4\leaut32l Image Base: (76450000, Image Size: 036000

2712 Bload Inage  C:\Windows\System32\dpapi dl Image Base: (aTbee0D00, Image Size: (xa000

2792 <2 Thread Exit ‘Thread ID: 3040, User Time: 0.0312500, Kemel Time: 0.0625000

2792 <2 Thread Bxit ‘Thread ID: 2076, User Time: 0.0000000, Kemel Time: 0.0000000

2792 <2 Thread Bxit ‘Thread ID: 5044, User Time: 0.0000000, Kemel Time: 0.0000000

2792 <2 Thread Bxit ‘Thread ID: 1208, User Time: 0.0000000, Kemel Time: 0.0000000

2792 <2 Thread Ext Thread ID: 4440, User Time: 0.0000000, Kemel Time: 0.0000000

2792 <2 Process Bxt ‘Exit Status: 0, User Time: 0.0312500 seconds, Kemel Time: 0.0625000 seconds, Private Bytes: 2,002.9.
4792 <2 Thread Ext ‘Thread ID: 2700, User Time: 0.0156250, Kemel Time: 0.0468750

4792 <2 Thread Ext ‘Thread ID: 4040, User Time: 0.0000000, Kemel Time: 0.0000000

4792 <2 Thread Ext ‘Thread ID: 3140, User Time: 0.0000000, Kemel Time: 0.0000000

4792 <2 Thread Ext ‘Thread ID: 2316, User Time: 0.0000000, Kemel Time: 0.0000000

4792 <2 Thread Ext ‘Thread ID: 2788, User Time: 0.0000000. Kemel Time: 0.0000000

4100 <2 Thread Create
4792 <2 Process Bxt

Thread ID: 2856
it Status: 0, User Time: 0.0156250 seconds, Kemel Time: 0.0625000 seconds, Prvate Bytes: 7.000.0.

4100 <2 Thread Exit ‘Thread ID: 2856, User Time: 0.0000000, Kemel Time: 0.0000000

1084 <2 Thread Create Thread ID: 3028

2136 <2 Thread Ext Thread ID: 776, User Time: 0.0000000, Kemel Time: 0.0000000

2136 <2 Thread Create Thread ID: 4076

1084 <2 Thread Create Thread ID: 1772

2136 <@ Thread Create Thread ID: 2032

2136 <@ Thread Ext ‘Thread ID: 2032, User Time: 0.0000000. Kemel Time: 0.0000000

396 <2 Thread Create Thread ID: 5004

396 <2 Thread Create. Thread ID: 4964

740 <2Process Create  C:\Windows\system32\DliHost exe. PID: 5056, Command fne: C:\Windows\system32\DiiHost exe /Processid:(AB830284-03CA 4BB6-875.
5056 ¢2Process Stat Parent PID: 740, Command fne: C:\Windows\system32\DiiHost exe /Processid:(AB30284-03CA488.
5056 <2 Thread Create Thread ID: 1204

1432 <2 Thread Create Thread ID: 1576

5056 c2load Inage  C:\Windows\System32\dlhost exe.

5056 cPLoad Inage  C:\Windows\System32\rtl ol

5056 cPload Inage  C:\Windows\System32\kemel32dl

5056 cPload Inage  C:\Windows\System32\KemelBase di
5056 cPLoad Image  C:\Windows\System32\ucrtbase.di

5056 <2 Thread Create

5056 cPload Inage  C:\Windows\System32\combase dil
5056 cPload Inage  C:\Windows\System32\ptd.di

5056 cZLoad Inage  C:\Windows\System32\kemel.appcore.dl
5056 cPload Inage  C:\Windows\System32\msvert ol

5056 cPload Image  C:\Windows \System32\beryptprimitives.di
5056 cPload Inage  C:\Windows\System32\chcata dl

5056 cPLoad Image  C:\Windows\System32\sechostdl

5056 <2 Thread Create

5056 <2 Thread Create

Showing 2,303 of 428,660 events (0.53%) Backed by virtual memory.
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Image Base: Oe7G6c630000, Image Size: (x3000
Image Base: (Fa1ea90000, Image Size: Ox1fB000
Image Base: 07a1d7a0000, Image Size: Gxbd000
Image Base: O7a1c570000, Image Size: 0x2ce000
Image Base: Bc/a1c200000, Image Size: 0100000
Thread ID: 1440

Image Base: O7a 16060000, Image Size: 0354000
Image Base: O7a1d0c0000, Image Size: 0x125000
Image Base: 07a1a0c0000, Image Size: 012000
Image Base: 7alccal000, mage Size: (x30000
Image Base: 7alc4e0000, Image Size: (xB2000
Image Base: 07a1cd40000, mage Size: 0xa9000
Image Base: 0c7ale470000, Image Size: (xS0000
Thread ID: 1568

Thread ID: 1696
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Time PID Operation Fath Resut Detal

09:15: 4220 Ploadimage  C:\Windows\SysWOWSA\dpapidl  SUCCESS Image Base: (74440000, Image Size: (<8000

09:15: 4220 BloadImage  C:\Windows\SysWOWSA\cryptbase.dl - SUCCESS Image Base: (74430000, Image Size: 0xa000

09:15: 4220 PloadImage  C:\Windows\SysWOWSA\dnsapidl  SUCCESS Image Base: Gx730000, inage Size: Gx30000

09:15: 4220 PloadInage  C:\Windows\SysWOWS4vasadhip dl_ SUCCESS Image Base: (74420000, Image Size: (<8000

09:15: 4220 Bload Inage  C:\Windows\SysWOWEA\FWPUCLNT. . SUCCESS Image Base: 0730000, Image Size: (x59000

09:15: 4220 Bloadmage  C:\Windows\SysWOWSA\bcryptdl  SUCCESS Image Base: (77360000, Image Size: (19000

09:15: 4220 Bloadmage  C:\Windows\SysWOWSA\oleaut32dl  SUCCESS Image Base: (77380000, Image Size: (:96000

09:15: 4220 <2 Thread Exit SUCCESS Thread ID: 3440, User Time: 0.0312500, Kemel Time: 0.0781250

09:15: 4220 <2 Thread Exit SUCCESS Thread ID: 1716, User Time: 0.0156250, Kemel Time: 00000000

09:15: 4220 <2 Thread Exit SUCCESS Thread ID: 2712, User Time: 0.0000000, Kemel Time: 00000000

09:15: 4220 <2 Thread Exit SUCCESS ‘Thread ID: 4900, User Time: 0.0000000, Kemel Time: 00000000

09:15: 4220 <2 Thread Ext SUCCESS Thread ID: 3224, User Time: 0.0000000, Kemel Time: 00000000

09:15: 4220 ¢2Process Ext SUCCESS it Status: 0, User Time: 0.0468750 seconds, Kemel Time: 0.0781250 seconds, Prvate Bytes: 1.990,656, Peak Pivate Bytes: 2,027,520, Working Set: 10813440, Peak

09:15: 5100 <2 Thread Exit SUCCESS Thread ID: 1284, User Time: 0.0000000, Kemel Time: 0.0312500

09:15: 5100 <2 Thread Exit SUCCESS Thread ID: 1192, User Time: 0.0000000, Kemel Time: 0.0312500

09:15: 5100 <2 Thread Exit SUCCESS Thread ID: 3232, User Time: 0.0000000, Kemel Time: 0.0156250

09:15: 5100 <2 Thread Exit SUCCESS Thread ID: 3252, User Time: 0.0000000, Kemel Time: 00000000

09:15: SUCCESS it Status: 0, User Time: 0.0000000 seconds, Kemel Time: 0.0337500 seconds, Prvate Bytes: 6.930.432, Peak Private Bytes: 6,995,968, Working Set: 16.957440, Peak

09:15: SUCCESS User Time: 00000000 seconds, Kemel Tme: 319.1406250 seconds, Prvate Bytes: 61440, Working Set: 8,152

09:15: SUCCESS User Time: 00000000 seconds, Kemel Tme: 0.4375000 seconds, Pivate Bytes: 3,303,568, Working Set: 76,115,963

09:15: SUCCESS User Time: 00000000 seconds, Kemel Tme: 0.1033750 seconds, Pivate Bytes: 1,093,632, Working Set: 1.257.472

09:15: SUCCESS User Time: 0.0781250 seconds, Kemel Time: 0.2343750 seconds, Pivate Bytes: 1,626,112, Working Set: 5,107,712

09:15: SUCCESS User Time: 01093750 seconds, Kemel Time: 1.0156250 seconds Prvate Bytes: 1,835,008, Working Set: 5,545,984
5 Pivate iking

09:15: SUCCESS 0.1250000 seconds, Pvate Bytes: 2,430,368, Working Set: 12.021.760

09:15: SUCCESS User Time: 02031250 seconds, Kemel Tme: 0.4375000 seconds, Pivate Bytes: 3,702,784, Working Set: 8,511.488

09:15: SUCCESS User Time: 03281250 seconds, Kemel Time: 0.3437500 seconds, Pivate Bytes: 5,685,248, Working Set: 17513552

09:15: SUCCESS User Time: 0.0463750 seconds, Kemel Tme: 0.0463750 seconds, Pivate Bytes: 1,671,168, Working Set: 4,681,728

09:15: SUCCESS User Time: 0.0156250 seconds, Kemel Tme: 0.0000000 seconds, Pivate Bytes: 1,331,200, Working Set: 3,481,600

09:15: SUCCESS User Time: 03281250 seconds, Kemel Tme: 0.5937500 seconds, Pivate Bytes: 7,884,800, Working Set: 27,045,883

09:15: SUCCESS User Time: 07500000 seconds, Kemel Time: 0.6406250 seconds, Pivate Bytes: 4,861,952, Working Set: 11,957,184

09:15: SUCCESS User Time: 15781250 seconds, Kemel Time: 1.0312500 seconds, Pivate Bytes: 31,760,334, Working Set: 68,886,528

09:15: SUCCESS User Time: 0.0312500 seconds, Kemel Time: 0.0312500 seconds, Pivate Bytes: 7,433,392, Working Set: 12955.643

09:15: SUCCESS User Time: 03125000 seconds, Kemel Time: 0.0937500 seconds, Pivate Bytes: 8,609,792, Working Set: 13233272

09:15: SUCCESS User Time: 12343750 seconds, Kemel Tim: 1.2500000 seconds, Pivate Bytes: 28,634,288, Working Set: 63,643,648

< >
Showing 2,040 of 156,602 events (1.3%) Backed by virtual memory
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CreationTime: 08/09/2022 03%:06:56, LastAccess Time: 29/03/2024 09:14:39, LastWrte Time: 08/09/2022 03:06:56, Change Time: 26/03/2024 10:49:11, FieAtrbuse
Cortrol: FSCTL_READ_FILE_USN_DATA

NAVEE NOT FOUND Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Poit, Atibutes: n/a, ShareMode: Read, Wite, Delete, AlocationSize: n/a

Time PID  Operation Path

03:14: 2144 s QueryAlinforma...C:\Windows \System32\WinTypes dl  BUFFER OVERFL.
03:14: 2144 s File SystemControl C:\Windows\System32\WinTypes.dl  SUCCESS
03:14: 2144 §s Queryldinformat...C:\Windows\System32\WinTypesdl  SUCCESS
09:14: 2992 u CreateFie. C:\Users\archi\Desktop\SampleMal\iert.

09:14: 2992w CreateFile. C:\Windows'\SysWOW64\ertuti dil SUCCESS
(N W
5 e L ol B
e
03:14: 2992 u CreateFieMapp...C:\Windows\SysWOW64\iertutil dl FILE LOCKED WI.
03:14: 2992 u CreateFieMapp...C:\Windows\SysWOW64\iertuti dl SUCCESS

S TEs
09:14: 2992 u CreateFile. C:\Windows\SysWOW64\ucrtbase il SUCCESS
03:14: 2992 s QuerySecurtyFile C:\Windows\SysWOW64\ucttbase dl - BUFFER OVERFL.
03:14: 2992 s QuerySecuriyFile C:\Windows\SysWOW64\ucrtbase.dl  SUCCESS
SR
09:14: 2992 u CreateFile. C:\Windows\SysWOW64\combase i~ SUCCESS
03:14: 2992 s QuerySecurtyFile C:\Windows\SysWOW64\combase dl - BUFFER OVERFL.
03:14: 2992 s QuerySecuriyFile C:\Windows\SysWOW64\combase.dl ~ SUCCESS
SISamET
09:14: 2992 u CreateFile. C:\Windows\SysWOW64\SHCore dll  SUCCESS
03:14: 2992 s QuerySecurtyFile C:\Windows\SysWOW64\SHCore dl  BUFFER OVERFL.
03:14: 2992 s QuerySecuriyFile C:\Windows\SysWOW64\SHCore.dll  SUCCESS
SIS
09:14: 2992 u CreateFile. C:\Windows'\SysWOW64\ertuti dil SUCCESS
03:14: 2992 o Query SecurityFile C:\Windows \SysWOW64\iertuti. di BUFFER OVERFL.
03:14: 2992 o Query SecurityFile C:\Windows \SysWOW64\iertuti. di SUCCESS
SIS
03:14: 2992 s QueryNamelnfo...C:\Windows\SysWOW64\combase.dl  SUCCESS
03:14: 2992 s QueryNamelnfo...C:\Windows\SysWOW64\combase.dl ~ SUCCESS
03:14: 2992 s QueryNamelnfo...C:\Windows\SysWOW64\combase.dl ~ SUCCESS
03:14: 2992 s QueryNamelnfo...C:\Windows'\SysWOW64\combase dl ~ SUCCESS
03:14: 2992 QueryNamelnfo...C:\Windows\SysWOW64\iertuti. di SUCCESS
09:14: 2992 u CreateFie C:\Windows \Globalization\Sorting\Sott... SUCCESS
03:14: 2992 W CreateFileMapp...C:\Windows\Globalization\Sorting\Sort.. FILE LOCKED WI.
03:14: 2992  QueryStandard!...C:\Windows\Globalization\Sorting\Sott... SUCCESS

:

I ——————

Desied Access: Read Afrbutes, Disposiion: Open. Options: Open Reparse Point, Atrbutes: n/a, ShareMode: Read, Wrte, Delete, AlocationSize: /a, OpenResut:
CreationTime: 08/09/2022 03:07:34, LastAccess Time: 29/03/2024 09:14:39, LastWrte Time: 08/09/2022 03:07:34, Change Tme: 26/03/2024 18:44:17, FieAtrbue

Desred Access: Read Data/Lst Diectory, Execute Traverse, Synchrorize, Dispositon: Open, Options: Synchronous 10 Non-Alet, Non-Directoy Fie, Atbutes: n/a,
SyncType: SyncTypeCreateSection, Page Protection: PAGE_EXECUTE_READWRITEPAGE_NOCACHE
SyncType: SyncTypeOther

Desred Access: Read Contol, Disposiion: Open, Options:
Infomation: Owrer
Infomation: Owrer

Attibutes: n/a, ShareMode: Read, Delete, AlocationSize:n/a, OpenResut: Opened

Desred Access: Read Contol, Disposiion: Open, Options:
Infomation: Owrer
Infomation: Owrer

Attibutes: n/a, ShareMode: Read, Delete, AlocationSize:n/a, OpenResut: Opened

Desred Access: Read Contol, Disposiion: Open, Options:
Infomation: Owrer
Infomation: Owrer

Attibutes: n/a, ShareMode: Read, Delete, AlocationSize:n/a, OpenResut: Opened

Desred Access: Read Contol, Disposiion: Open, Options:
Infomation: Owrer
Infomation: Owrer

Attibutes: n/a, ShareMode: Read, Delete, AlocationSize:n/a, OpenResut: Opened

Name: \Windows\SysWOW4\combase.dl
Name: \Windows\SysWOW64\combase.dl

Name: \Windows\SysWOW64\combase.dl

Name: \Windows\SysWOW64\combase.dl

Name: \Windows\SysWOW6\etutl. i

Desied Access: Generic Read, Dispostion: Open, Options: Synchronous [0 Non-Alet, NonDirectory F, Atrbutes: N, ShareMode: Read, AlocationSize: n/a, Opent
SyncType: SyncTypeCreateSection, Page Protection: PAGE_EXECUTE_READWRITEPAGE_NOCACHE

‘AlocationSize: 3.375.104, EndOfFie: 3,371,404, NumberOfLinks: 2, DeftePending: Fase. Drectory: False
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HIKLI\System\CurentCortrolSetCortrol\Session Manager
HIKLIM\System\CurentControlSet\Cortrol\Session Manager\RaiseExceptionOnPossbleDeadiock
HKLI\System CurentCortrolSet\Control\Session Manager
'HKLM\SYSTEM\CurentContolSet\Control\Session Manager\Seqment Heap
'HKLM\System\CumentCortrolSet\Cortrol\Session Manager\Segment Heap
'HKLM\SYSTEM\CurentContolSet\Control\Session Manager
HKLI\System\CurentCortrolSet\Control\Session Manager
'HKLM\System\CumentCortrolSet\Cortrol\Session Manager\ResourcePolices
HKLI\System\CurentCortrolSetCortrol\Session Manager
HIKLM\System\CurentControlSet\Cortrol\ivelist
HIKLM\System\CurentControlSet\Cortrol\ivelist

HIKLM\System\CurentControlSet\Cortrol\hveist\\Registy\User\S-1-5-21-3876229882-3386704782-1147838177-1001 Clas.

HIKLM\System\CurentControlSet\Cortrol\ivelist
HKLM\Software\Microsoft\Wow4\xB6

HKLM\SOF TWARE\Microsoft \Wow64 w86\ Sample Mal exe:

HKLM\SOF TWARE\Microsoft\Wow64\x86\Defaul)

HKLM\SOF TWARE Microsoft \Wow64 486

HKLI\System\CurentCortrolSetCortrol\Session Manager
HKLI\System\CurentCortrolSetCortrol\Session Manager
HKLI\System\CurentCortrolSetCortrol\Session Manager
HIKLIM\System\CurentControlSet\Cortrol\Session Manager\RaiseExceptionOnPossbleDeadiock
HKLI\System CurentCortrolSet\Control\Session Manager
'HKLM\SYSTEM\CurentContolSet\Control\Session Manager\Seqment Heap
'HKLM\System\CumentCortrolSet\Cortrol\Session Manager\Segment Heap
'HKLM\SYSTEM\CurentContolSet\Control\Session Manager
HKLI\System\CurentCortrolSetControl\Session Manager
HKLI\System\CurentCortrolSetCortrol\Session Manager
'HKLM\System\CumentCortrolSet\Cortrol\Session Manager\ResourcePolices
HKLI\System\CurentCortrolSet\Cortrol\Session Manager

HKLM\SOF TWARE\Microsoft\Windows NT\CurentVersion\mage Fie Execution Options\Corthost exe.
'HKU\S-1-5-18\Software \Microscft\Windows \Curent Version\ Explrer\Shell Folders

'HKU\ DEFAULT\Software\Microscft\Windows \Curert Version\Explorer\Shell Folders

HIKLI\System\Curent CortrolSet\Services\bam \State \UserSetings\S-1-5-21-3876229832-3336704782-1147638177-1001
HIKLM\System\CurentCortrolSet\Services \bam \State\UserSetings\5-1-521-3876229832-3386704782-1147638177-1001\\.
HKLM\System' Curent CortrolSet\Services\bam State \UserSetings\S-1-5-21-3876229832-3336704782-1147638177-1001

‘Backed by virtual memory

Resut Detal
SUCCess Desred Access: Query Value
NAME NOT FOUND Lengih: 80

SUCCESS

REPARSE Desred Access: Query Value

NAME NOT FOUND Desired Access: Query Value

REPARSE Desred Access: Query Value, Enumerate Sub Keys

SUCCESS Desred Access: Query Value, Enumerate Sub Keys

NAME NOT FOUND Length: 24

SUCCESS

REPARSE Desred Access: Read

SUCCESS Desred Access: Read

SUCCESS Type: REG_SZ. Length: 164, Data: \Device\Harddisk Voume2\Users\an
SUCCESS

SUCCESS Desred Access: Read

'NAME NOT FOUND Lengih: 520

SUCCESS Type: REG_SZ. Length: 26, Data: wowSdcpu dl
SUCCESS

REPARSE Desred Access: Query Value

SUCCESS Desred Access: Query Value

SUCCESS KeySetlnfomationClass: Key SetHandie Tagslnfonation, Length: 0

NAME NOT FOUND Lengih: 80
SUCCESS

REPARSE Desred Access: Query Value
NAME NOT FOUND Desired Access: Query Value

REPARSE Desred Access: Query Value, Enumerate Sub Keys
SUCCESS Desred Access: Query Value, Enumerate Sub Keys
SUCCESS KeySetlnfomationClass: Key SetHandle Tagslnfonation, Length: 0

NAME NOT FOUND Lengih: 24
SUCCESS

NAVE NOT FOUND Desired Access: Query Value, Enumerate Sub Keys
REPARSE Desred Access: Query Value

NAME NOT FOUND Desired Access: Query Value

SUCCESS Desred Access: Al Access

NAME NOT FOUND Lengih: 40

SUCCESS
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0314 @Conhost exe-
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Showing 43,710 of 156,602 events (27%)

YAO & 40 Hw 2 E
ID Operation Path

HKLM\Software\Microsoft\Ole
HKCU

HKCU

HKCU\Software\Clsses \Local Seftings

HKCU\Software\Clsses \Local Seftings

HKCU\Software\Classes \Local Seftings

HKCU

HKCU\Software\Clsses \Local Seftings

HKCU\Software\Classes\Local Settings\Software\Microsof\Ole\Feature Development Properties:
HKCU\Software\Clsses \Local Seftings

HKCU\Software\Classes\Local Settings\Software\Microsof\Ole\Feature Development Properties:
HKCU\Software\Clsses \Local Seftings

HKCU\Software\Classes \Local Setings\Software Microsoft\Ole:

HKCU\Software\Clsses \Local Seftings

HKCU\Software\Classes\Local Settings\Software\Wicrosct

HKLM

HKLM\Software\Microsoft\OLETracing

HIKLM\System\Curent CortrolSet Control WMI\Security\1aff6089-¢863-4d36-bafd- 358110744008
HIKLM\System\CurentControlSet\Contro\WMN Securty {0558438456a-5987-47da-040ca 75aef 05
HIKL\System\CurentCortrolSet\Contro WM Securty\c 7e09e 226635399279 ccd321d 19
HIKLM\System\CurentControlSet\Cortro\WMN Securty\ 703 cc 1306815863 ddd3.e2db A38 b
HIKLM\System\CurentControlSet\Cortrol WM Securty\cag67c75-04bf-4065-9a16-98b519332292
HIKLM\System\CurentControlSet\Cortrol\WMN Securty\bd710b4783-4bTc-abS c6303dcclcT
HIKLM\System\Curent CortrolSet\Control WM\ Security\bf 30465%-e5346ic-Goc 410890401
HIKLM\System\Curent CortrolSet\Contro WM\ Security\c1376333-0984 4808 6933 80 7d775d84d
HIKLM\System\Curent CortrolSet\Contro WM\ Security\770a552-671a-5097-57%b-151709ec(dbd
HKL\System\Curent CortrolSet\Contro\WMI\Security\770aa552-671a-5097-57%b-151703ec(dbd
HKCU

HKCU

HKCU\Console:

HKCU\Console\ForceV2

HKCU\Console:

HKLM

HKLM\Software\MicrosoftWindows NT\CurentVersion\Console\ Tue TypeFont
HKLM\SOFTWARE\Microsoft\Windows NT\CurentVersion)\Console\ Tue TypeFort

Backed by virtual memory

Resut
SUCCEss
SUCCESS
SUCCESS
REPARSE
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detal
Desred Access: Read

Desred Access: Read

Query: HandieTags, HandeTags: 00

Desred Access: Read

Desred Access: Read

KeySetinfomationClass: Key SetHandie Tagslnfornation, Length: 0

Query: HandieTags, HandeTags: 0100

NAME NOT FOUND Desired Access: Read

SUCCESS

Query: HandleTags, HandeTags: 0100

NAME NOT FOUND Desired Access: Read

SUCCESS

Query: HandleTags, HandeTags: 0100

NAME NOT FOUND Desired Access: Read

SUCCESS
SUCCESS
SUCCESS

Query: HandieTags, HandeTags: 0100
Desred Access: Read
Query: HandieTags, HandeTags: 00

NAME NOT FOUND Desired Access: Read
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528
NAME NOT FOUND Lengih: 528

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Desred Access: Maximum Alowed, Granted Access: Al Access:
Query: HandieTags, HandeTags: 00

Desred Access: Read

Type: REG_DWORD. Length: 4, Data: 1

Query: HandieTags, HandeTags: 00
Desied Access: Maximum Alowed, Grarted Access: Read
Index: 0, Name: 0, Type: REG_SZ, Length: 30, Data: Lucida Consale.

>
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2756 [BF RegQueryValue

'HKLM\SOF TWARE\Microsoft \Windows NT\CurentVersion\Windows
HKLM\SOF TWARE\Microsoft\Windows NT\CurentVersion\mage Fil Execution Options \conhost exe
HKCU

HKCU

HKCU\Console:
HKCU\Console\VitualTemminallevel
HKCU\Console:
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HKCU\Console:
HKCU\Console\PopupColors
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HKCU\Console\ScrollScale:
HKCU\Console\ScreenColors
HKCU\Console\ScreenBiferSize.
HKCU\Console\WindowSize.
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'HKCU\Console\EnableColorSelection
'HKCU\Console\WindowPostion
HKCU\Console\CursorColor
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DA View-A. a8 @ Hex View-1 @& Structures. Enums
Segment  Start Length Locals & ; int _cdecl main(int argc, const char **argy, const char **envp)|
ot 0001000 000000GE 00000010 nsin proc near
ot 000105 0000005 0000005C
text 00401170 00000095 00000004 largc= duord ptr &
text 00401210 0000007A 00000000 Jargv- duord ptr och
et o0012A 00000021 00000000 Jenvp= dword ptr 10h
et 001 00000041 00000000
et 00IE 000006 00000050 push  cbp
et 000145 000000A 00000000 rov  ebp, esp
et 00014 00000057 00000008 push  offset szservertiane
et 000IS06  000000GF 00000014 push  offset unk 404000
et 0001555 00000014 00000000 call  sub_s01000
et 00015 00000024 00000000 add  esp) 8
et 000D 00000025 00000000 push  offeet szusertiame
ot 000IF3 00000014 00000000 push  offset unk 40100
ot 0001608 00000003 00000000 call  sub_s01000
ot 000iST 00000009 00000000 add  esp) 8
text 00401614 00000018 00000004 push  offiet szpassuord
text 00401632 00000020 00000004 push  offset unk 40200
e OD0iss2 00000037 0000000+ call  sub_s01000
et 000165 0000003 0000000+ add  esp) 8
ot O00i&CS 00000052 00000000 push  offset unk 40870
ot 0001757 000000CE 00000030 push  offset unk 40305
text 00401825 00000011 00000000 call  sub_s01000
text 00401836 00000011 00000000 add  esp) 8
text 00401847  0000000F 00000000 push  offeet Fileiame
text 00401856 0000000F 00000000 push  offset unk 40a408
et 000155 0000004C 0000000+ call  sub_s01000
et o0 0000010 00000010 add  esp) 8
et 0001AS 00000033 00000000 push  offset unk_4080C0
et O001ASA 0000001 00000000 push  offset unk 40asos
et 000A® 00000 00000010 call  sub_s01000
et O0O0FA  00000DB  0000000C add  esp) 8
> push  offset Comandiine
push  offset unk 40608
a1l sub_s01000
add  espr 6
= & = push  offset Filelame ; lpFilelame
eIl dsivelecerilen
a1l sub_so1090
pop  ebp
retn
| main endp
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@ Cutter— C\Users\archi\Desktop\SampleMal\ SampleMal.exe: -
Fle Edt View Windows Debug Tools Help

€2 B v Type fagname or addvess here
L O e O s Il Biiiie.e
Functions ax Disassembly
Name ” oxosorics i3
= : oed1l6a  int3
> @ fitinitiem ooes0116b  int3
> @ fitinitierm_e owoseriec  int3
oed116d  int3
> @ flittinvalid_parameter oo e =
> @ flittinvoke watson 0x0040116F int3
> @ fitioinit int nein(int arge, char argy, char *xenvp);
owed1170  push  ebp
> @ fitlocal unind? S A
> @ flirtlocal_unwindd 0x00401173 push  data.@@40b9cd ; 0x48b9cd ; int32_t arg 8h
> @ firemsloc ct 00401178 push  section..data ; 0x40a000 ; int32_t arg sh
- 0:040117d  call  n.00401000 ; fcn.00401000
> @ flittmemset owedw1182  add  esp, 8
> @ flirtmsize 0x00401185 push  data.@040b3co ; Ox4@b3cd ; int32_t arg 8h
S @ e o 00401182 push  data.0040al00 ; 0x40a100 ; int32_t arg sh
- @040118F  call  cn.00401000 ; fcn.00401000
> @ flitsbh_find_block oxooinlios  add  esp, 8
> @ fitsecurty_init_cookie 00401197 push  data.004ebfco ; Ox4@bfco ; int2_t arg sh
- — 0040119 push  data.0040a200 ; 0x40a200 ; int32_t arg sh
e ax004011a1 call  fcn.0e401000 ; fcn.0e401000
> @ fiirtsetargv ©x00401136 add  esp, 8
> @ e 00401129 push  data.004eb7co ; Ox4@b7co ; int32_t arg sh
0040112 push  data.0040a308 ; 0x40a308 ; int32_t arg sh
> @ fiittsiglookup x004011b3 call  fcn.00401000 ; fcn.0p401000
> @ flirtstlen 0x004011b8 add esp, 8
S @ 004011bb  push  data.@@4ebbco ; Ox4@bbcod ; int32_t arg sh
0040110 push  data.0040a408 ; 0x40a408 ; int32_t arg sh
> @ fiirtupdatetiocinfobx_nolc @x004011c5 call  fcn.00401000 ; Fcn.00401000
> @ flirtx_ismbbtype_|_YAHP) ox0s0iica  add  esp, 8
@ @es011cd  push  data.004ebdco ; Ox4@bdco ; int2_t arg sh
man 0x004011d2 push  data.@040a508 ; 0x40a508 ; int32_t arg 4h
Offset: 0x00401170 004011d7  call  cn.00401000 ; fcn.0p401000
Size: 0x05. owedw1idc  add  esp, 8
0040110 push  data.0@4ecico ; Ox4ecico ; int2_t arg sh
Import: false. 0x004011e4 push  data.@040a608 ; 0x402608 ; int32_t arg 4h
Nargs: 0x0 0401129 call  cn.00401000 ; fcn.00401000
Nobs:0xt oedllee  add  esp, 8
0x004011F1 push  data.ee40bbcd ; @xiebbco ; LPOWSTR lpFileName
Niocals: 0x0 0:04011f6  call  dword [DeleteFileN] ; 0x4080ec ; BOOL DeleteFileW(LPOWSTR 1pFileNane)
Call type: cdec eedw11fc  call  Cn.00401090 ; fcn.00401090
ax00401201 xor  eax, eax
Edges:0 x00401203 ebp.
StackFrame: 12 0100401204
Comment: €x00401205
0x00401206
> (@ sub.KERNEL32.dIl_RHUY 0x00401207
> 0100401208
Quick Fiter x

Dastboard | Stngs  Imports  Search | Disassembly

™

Graph(Empty) | Hexdmp | Decompler (entryo)





image39.png
¥ OllyDbg - SampleMeal.exe - [CPU - main thread, module SampleMa]
€] File View Debug Options Window Help

S{ex] »u] s+ E L|E[m|T|w/n|c|s|K|BIR|.|5
TorTe o T

Goioilce CE i

Goiicy G i

Goiica G i

ol o i

Goiicn o i

Goiic o8 i

Goiie G i

ot G i

Gooiicel o8 i

Goice G JiH

Gadoi 7ol e S Pl eop

Gadoiiri|[ ¥ SBec 00 ek eop

G011 72 [ S5 Caosnnn | FicwSaoters. opsomoca irs2 - onsoeson
Gaioi 175 |1 €3 ooABdvon | PUSH Sanpleria. andoRose [l - oedonoen
Coaiino| [ €8 FERereRe |Eacl Savmicna: casaion o1 taieon
Goniio [ Sere | Bnede

G015 [ S Capamnn | FiewSaotens. opsoeca irs2 - onsoeaoe
Gaioi 1= |1 €3 ooAldpon |PUSH Sanpleria. andohise [l - oedonien
Coioiic| [ e SeRereRe | Eacl Smicha: Gasaisa bt
Foreed| B=-S vt o

G017 [ S EatRannn | FiewSaotens. opaoerca irs2 - onsoeron
Gaioii=c|| 1 €3 vonzdvn | PUSH Sanpleria. andokzse [l - oedonre
GO0 [ 65 SARERRRR (el Savmiona: casoion otz aieon
G [ Seee | Bbecre

S0 [ S Eag7annn | FiewSaotens. opsoazca irs2 = onsoeron
Gaioi 17| |1 €3 oemsdnn | PUSH Sanpleria. andoRase [l - oedonces
Coic [ 68 SERereRe (el Simicha: asoien ot tareon
o E=-Sy oo

G201 [ S Cagannn | FiewSaotens. opsoeeca irs2 - onsogaon
5ai01 100 || €3 oenedpn | PUSH Sanpleria. andoRdss [l - oedonine
Goioiice[ o E8 SEREReRR | Eat SImena: Caarens otz toreon
Gaicn [ Seae | B edre

C011C0 [ S EagRannn | Pl Saotens. opsoenca irs2 - onsoenoe
Gai01 12| 1 €3 oeAsdnn | PUSH Sanpleria. andokss [l - oedonees
Coioiic [ 68 SRereRe |Eacl Sxmicha: casoien o1 oreon
o B=-S e o

G201 [ S Caiannn | Fiew Saptens. opsacica irs2 - onsacicn
Gaioiicd|| 1 €3 oehsdon |PUSH Sanpleria. andohess [l - oedonere
Gioicd [ e SERereRe | Eal Smicha: casaion bt 1
Goioiice [ Seaee | Bobecre

G201 [ G Eatannn | FiewSatotens, onsoeeca i tenane

G201 17e| [ EPaS Sea04000) Cact DaoRD T bes cokeRneLaz.De terert | [oe 0ot 1o
S0 [ EGSererere | EALL Sanpi. opsoistn

Gadoizoi [ Scm o B

Godaizos [ 5 PO Ea

GodoizoslL: &3 REny

Gooizos 8 ]

Goloizos G i

Goize G i

Goloizon G i

Gloiz G i

Gotoicon G HiiH

T TTE— Toe




image40.png
Creating user startup file
1 file(s) copied.

Tools\cmder\config\user_profile.cnd

C:\Users\archi

cd Desktop
C:\Users\archi \Desktop

1s

available_packages.txt desktop.ini fakenet_logs.lnk ‘Nmap - Zenmap GUI.Ink’ PS_Transcripts SampleMal
config.xnl exeinfope  install.ps1 Ollydbg *sample Prog’ Tools

C:\Users\archi \Desktop
cd Samplemal

C:\Users\archi \Desktop\Sampletial
floss Sampleal.exe > sampleMalStrings.txt

INFO: floss: extracting static strings

finding decoding function features: 16e%|l]| 193/193 [60:06<00:06, 581.39 functions/s, skipped 159 library functions (82

T0FO: Floss.stackstrings: extracting stackstrings from 28 functions

extracting stackstrings: 10e%|| | 28/28 [6e:60<60:00, 49.74 functions/s]

T0FO: floss.tightstrings: extracting tightstrings from 1 functions..

extracting tightstrings from function exae1eee: 100%| NN | 1/1 [o

T0FO: floss.string_decoder: decoding strings

emulating function @x402689 (call 1/1): 1ee%| NN | 2¢/20 [0e:05<00:00, 3.38 functions/s]

T0FO: floss: finished execution after 33.62 seconds

TFO: floss: rendering results

0<e0:60, 1.85 functions/s]

C:\Users\archi \Desktop\Sampletial





image41.png
FLARE FLOSS RESULTS (version v3.8.1-0-g3782dc9)

+
| file path | SampleMal.exe |
| identified language | unknown |
| extracted strings 1 1
| static strings | 368 (4016 characters) |
| language strings | @ ( o characters) |
| stack strings le |
| tight strings le |
| decoded strings le |

+

FLOSS STATIC STRINGS (308)

| FLOSS STATIC STRINGS: ASCIT (363) |

+

his program cannot be run in DOS mode.
-Rich

~text

.rdata

6.data

Mzu3
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| sampleMalStrings.txt - Notepad

File Edit Format View Help

u,%

V\EHDS,

"3

CorExitProcess

nscoree.d11

runtime error

TLOSS error

SING error

DOMATN error

R6034

An application has made an attempt to load the C runtime library incorrectly.
Please contact the application’s support team for more information.

R6033

- Attempt to use MSIL code from this assembly during native code initialization
This indicates a bug in your application. It is most likely the result of calling an
R6032

- not enough space for locale information

R6031

- Attempt to initialize the CRT more than once.

This indicates a bug in your application.

R6030
- CRT not initialized

R6028

- unable to initialize heap

R6027

- not enough space for lowio initialization
R6026

- not enough space for stdio initialization
R6025

- pure virtual function call

R6024

- not enough space for _onexit/atexit table
R6019

- unable to open console device

R6018

- unexpected heap error

R6017

- unexpected multithread lock error

R6016

- not enough space for thread data

This application has requested the Runtime to terminate it in an unusual way.
Please contact the application’s support team for more information.

R6009

- not enough space for environment

R6008

- not enough space for arguments

R6002

- floating point not loaded

MSIL-compiled (/clr) function from a native constructor or from DllMain.
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Please contact the application's support team for more information.

R6089
- not enough space for environment
R6088

- not enough space for arguments
R60682

- floating point not loaded
Microsoft Visual C++ Runtime Library
<program name unknoun>

Runtime Error!

Program:

EncodePointer

KERNEL32.DLL

DecodePointer

FlsFree

FlsSetValue

FlsGetValue

FlsAlloc
InitializeCriticalSectionAndSpinCount
kernel32.d11
GetProcesshindouStation
GetUserObjectInformationA
GetlastActivePopup

GetActiveMindow

MessageBoxA

USER32.DLL
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image44.png
1l sampleMalStrings.txt - Notepad
File Edit Format View Help
Honday

Sunday
SunMonTueMedThuFriSat
JanFeblarApriayJunJulAugSepOcthiovDec
InternetCloseHandle
FtpGetFilel
InternetConnectil
InternetOpentl
InternetAttemptConnect
WINTNET.d11
WaitForSingleObject
CreateProcessh
DeleteFilel
GetCommandL ineA
HeapFree

GetVersionExA
HeapAlloc
GetProcessHeap
GetProcAddress
GetModuletandleA
ExitProcess

iriteFile

GetStdHandle
GetModuleFileNameA
UnhandledExceptionFilter
FreeEnvironmentStringsA
GetEnvironmentStrings
FreeEnvironmentStringsh
wideCharToMultiByte
GetLastError
GetEnvironmentStringshl
SetHandleCount
GetFileType
GetStartupInfod
DeleteCriticalSection
TlsGetValue

T1sAlloc

TlsSetValue

TlsFree
InterlockedIncrement
SetLastError
GetCurrentThreadId
InterlockedDecrement
HeapDestroy

HeapCreate

VirtualFree
QueryPer-formanceCounter
GetTickCount
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(7] sampleMalstringstxt - Notepad
File Edit Format View Help
GetTickCount
GetCurrentProcessId
GetSystenTimeAsFileTime
LeaveCriticalSection
EnterCriticalSection
TerminateProcess|
GetCurrentProcess
SetUnhandledExceptionFilter
TsDebuggerPresent
LoadLibraryA
InitializeCriticalSection
Sleep

GetCPInfo

GetACP

GetOEMCP

VirtualAlloc
HeapReAlloc

RtlUnwind

HeapSize
MultiByteToWideChar
GetlocaleInfoA
LCMapStringA
LCMapStringhl
GetStringTypeA
GetStringTypell
KERNEL32.d11
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Lanman Server
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> [ Microsoft Peer-to-
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~ [ Windows Defe
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[ Standard Pi
Network Connectr
[ Network Isolation
[ Network Provider
Offline Files
QoS Packet Sched:
SNMP
SSL Configuration
> (71 TCPIP Settings
Windows Connect
[ Windows Connect
] Wireless Display
> [ WLAN Service
WWAN Service
(21 Printers
1 Server
5 [ Start Menu and Taskb
> 1 System
~ [ Windows Component
ActiveX Instaler Se
Add features to Wi
App Package Depl

Local Computer Policy ~

rotect Setting

Windows Defender Firewall:
all network connections

Edit policy setting

Requirements:
At least Windows XP Professional
with SP2

Description:
Turns on Windows Defender Firewal

If you enable this policy setting,
Windows Defender Firewall runs and
ignores the "Computer
Configuration\ Administrative
Templates\Network\Network
Connections\Prohibit use of Interet
Connection Firewall on your DNS.
domain network" policy setting

If you disable this policy setting,
Windows Defender Firewall does not
run. This is the only way to ensure:
that Windows Defender Firewall does.
ot run and administrators who log
on locally cannot start .

If you do ot configure this policy
setting, administrators can use the
Windows Defender Firewall
component in Control Panel to turn
Windows Defender Firewall on o off,
unless the "Prohibit use of Internet
Connection Firewall on your DNS.
domain network” policy setting
overrides.

State Comment
Windows Defender Firewalk Allow local program exceptions ot configured No
Windows Defender Firewalk Define inbound program excep... Not configured No

[ i s e G s (ami No
Windows Defender Firewalk Do not llow exceptions Not configured No

9 Windows Defender Firewalk Protect all netuwork connections. o X

[E] Windows Defender Firewall Potect al network connections

O Not Configured
® Enabie
O Disabled

Options:

Comment:

Supported on:

Next Setting

Previous Setting

‘At least Windows XP Professional with SP2

Help

Turns on Windows Defender Firewal

If you enable this policy setting, Windows Defender Firewall runs
andignores the "Computer Configuration\Administrative.
Templates\Network\Network Connections\Prohibit use of
Internet Connection Firewall on your DNS domain network”
policy setting.

If you disable this policy setting, Windows Defender Firewall does
ot run. Thisis the only way to ensure that Windows Defender
Firewall does not run and administrators who log on locally
cannot start .

If you do ot configure this policy setting, administrators can use
the Windows Defender Firewall component in Control Panel to.
turn Windows Defender Firewall on or off, unless the "Prohibit
use of Internet Connection Firewall on your DNS domain
network” policy setting overrides.

oK Cancel Apply
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C: \uindows\system32>Call Powershell -NoProfile -ExecutionPolicy bypass -command "Import-Module 'C:\ProgramData\boxstarte]
r\Boxstarter.Bootstrapper\boxstarter. bootstrapper.psdi’ ; Invoke-Boxstarter -RebootOk -NoPassword:$False”
Boxstarter Version 3.6.3.6

(c) 2018 Chocolatey Softuare, Inc

Installing the following packages:

By installing, you accept licenses
Progress: Downloading installer.vm

installer.vm package files install
*xx LOADING BOXSTARTER ***

[+] Packages to install:

[+] eleeditor.vm
+] 72ip-15-65.vm
+] apimonitor.vm
apktool.vm
autopsy.vm
blobrunner .vm
blobrunnersa.vm
bytecodeviever.vm
capa.vm

2012 - 2018 Matt Wrock. https://boxstarter.org

for the packages.
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completed. Performing other installation steps
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